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SecretPictures has been Solved!

Congratulations @ recursllon, best of luck in capturing flags ahead!
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Overview

This writeup details the analysis of SecretPictures, a Go-based malware that spreads via USB drives, establishes
persistence through registry modifications, and communicates with a command-and-control server to exfiltrate

system information and credentials.
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The university's IT team began receiving reports of strange activity on library computers. Students noticed

hidden files appearing on their USB drives and disappearing moments later. An investigation revealed a single

suspicious file named “SecretPictures.” When opened, it vanished instantly without leaving a trace, and no

antivirus tool could identify it. The IT team isolated the file and provided it for your analysis. As a cybersecurity

analyst, your task is to determine what this malware does, how it spreads, and how to stop it before it affects

more systems.

Lab Questions

. What is the MD5 hash of the malware?
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. What programming language is used to write the malware?

. What is the name of the folder the malware copies itself to after the initial run?

. What registry key does the malware modify to achieve persistence?

. What FQDN does the malware attempt to connect to?

. Which Windows API function does the malware call to check drive types?

. Which Go standard library function does the malware use to schedule periodic execution?
. What encoding does the malware use to decode server responses?

. The malware communicates with a backend server via a POST request. What are the names of the fields in

the request body, separated by commas and listed alphabetically?

Files Provided



SecretPictures.zip

L secretPictures.exe

Analysis

Unzipping the file from the zip, we can obtain the md5hash and utilize VirusTotal to gain more information on the

malware.

—[x]-[user@parrot]—[~/labs/htb/sherlocks/secretpictures]
L $md5sum secretPictures.exe
[REDACTED] secretPictures.exe

via VirusTotal we can see that the file is indeed a malicious executable, which appears to be compiled in Go.

Z o BDeB2415a26acTch124bbaa2133192dadd51cbcSed22b202ebb24f6iddfEcaab 6 T @ % EPUN sign up |

C Reanalyze == Similar~  More ™

80e82415226ac7c0124bbaa?133192dadd51cbcSed22b202ebb24f6fddf8caab
secretPictures.exe 523 MB 1dayago

pecxe  Babits  executesdroppedfile  persistence  checks-usb-bus  selfdelete
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Basic properties ©

MD5 fd46d17847: 6641f10/7bb337e
SHAL 8dd9495545bc121b32a490d358021567590086f

SHA-256 80e82415a26ac7¢c0124bbaa2133 l‘3Zd3ddSlCbCSQGZZbZUZethd'ﬁlddlEcﬁaP

Vhash 056086655d55551d15541az2e!z

Authentihash d619fc594c3cccbbaSc2db13e66e08707196b1e1bbble46f32b8f06744952b2e

Imphash d42595b69: Bef2c56aabdsefdese

SSDEEP 49152:025yWhYFIICKdoDAdgac 2wvhkUx6woe05+EOasBGO]uSEnqILAbopG2s:cCKWBVhKSEolAc

TLSH T1B3464A07FCDS45SEBCOAED235C6669253BAT1 BCA85B3523D 72B60FT282FBEBDOAATI340

File type Win32 EXE | ex pe

Magic PE32+ executable (console) xB6-64, for MS Windows

D Win64 Executable (generic) (44.4%) | Win16 NE executable (generic) (21.3%) = Windows lcons Library (generic) (8.7%) | 0S/2 Executable (generic) (8.5%) = Generic Win...
DetectitFasy PE64 | Compiler: Go (1.15.0-X.XX.X)

Magika PEBIN

File size 5.23 MB (5487104 bytes)

History ©

First Submission 2025-11-06 19:0.
Last Submission 2025-11-13

The malware copies itself after the inital run to C:\Systemlogs\ and edits the
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\HealthCheck registry key to achieve

persistence.

The secretpictures.exe malware attempts a connection to malware.invalid.com and makes a Windows API


https://www.virustotal.com/gui/file/80e82415a26ac7c0124bbaa2133192dadd51cbc5ed22b202ebb24f6fddf8c8ab/details

call to GetDriveType via PowerShell to check the drive types.

The malware utilizes the NewTicker Go library function to schedule periodic exection and decode server

responses through base64.

Once the executable is run, the malware makes a POST request to malware.invalid.com/heist capturing the

workstation name, and device version.

W packets 20251113 173503 peep - o =
s Telephony Wireless Tools Help
2= Qe el

File Edit View Go Capture Anakyze Stati
Adm ® RE Q&=
[ play fifter . <Ct

N, Source Pratocal Lengt Info

192,168 84 Echo (ping) request id-x7f98, s t1-64 (no response found!)

1267 66.013440  192.168.254.138 192.165.258.138 ons 65 Standard query 6x6521 A malware. invalid.com

1288 66.033993  192.168.254.138 192.168.254.138 ons 81 Standard query response G521 A malware.invalid.com A 192.8.2.123 =

1269 66.840758  192.168.254.138 192.8.2.123 T 52 43762 + 88 [SYN] 248 Len=0 MS5=1458 WS=255 SACK_PERM

1290 66.030758  192.168.254.138 192.168.254.138 T 52 43702 + B89 [SYN] Seq=8 Win=62248 Len=d MSS=1468 WS=256 SACK_PERM =

1291 66.649758  192.166.254.138 192.168.254.138 TR 52 80 » 49702 [SYN, ACK] Seq=8 Ack=1 Win-65535 Len=8 M55=65495 WS=256 SACK_PERM

1292 66.040758  192.8.2 192.168.252.138 e 52 80 + 39702 [SYN, ACK] Seqs@ Acksl Wins65535 Lens8 MSSe65395 WSa256 SACK_PERM

1203 66.040758  192.168.254.138 192.9.2.123 Ter 40 43702 + 89 [ACK] Seq-1 Ack-1 Win-262656 Len-0 =

1204 66.048663  192.168.254.138 192.168.254.138 TP 40 43702 + B0 [ACK] Seq-1 Ack-1 Win-262656 Len-0

1295 66.048903  192.168.254.138 192.0.2.123 HITR 250 POST /heist HTTP/L.1 (spplication/x-war-form-urlencoded) ]
|+ 1296 66.0a0033  192.168.258.138 192.165.258.138 HITR 250 POST /heist HTTP/1.1 (application/x-wa-form-urlencoded)

1297 66.049033  192.168.254.138 192.168.254.138 TR 40 88 + 49702 [ACK] Seq=1 Ack=211 Win=262480 Len=8

1208 66.849594  192.0.2.123 192.168.254.138 T 40 80 + 49702 [ACK] Seq=1 Ack=-211 Win=262400 Len=3 =

1299 66.080836  192.168.254.138 192.168.254.138 T 164 80 + 49702 [PSH, ACK] Seqe1 Ack=211 Win=262400 Len=124 [TCP PDU resssembled in 1301]

1360 66.680836  192.6.2.123 192.168.254.138 TR 164 88 - 43702 [PSH, ACK] Seq=d Ack=211 Win=262469 Len=124 [TCP FOU reassenbled in 1302)

1301 66.080836  192.168.254.138 192.168.252.138 HITP 1487 HTTP/1.0 200 OK (text/htnl)

1302 66.088311  192.0.2.123 192.168.254.138 HITP 1487 HTTP/1.8 200 OK (text/htnl) —

1303 66.088311  192.168.254.138 192.9.2.123 TP 40 43702 + 80 [FIN, ACK] Seq-211 Ack-125 Win-262656 Len-a l

1304 66.058311  192.166.254.135 192.166.254.136 TcP 40 43702 + 80 [FIN, ACK] Seq-211 Ack=125 Win=262656 Len=8

1307 66.088311 192,

168.254.138 192.168.254.138 TP 40 88 + 49702 [ACK] Seq=1573 Ack

Frame 1296: 250 bytes on wire (2600 bits), 250 bytes captured (2000 bits) 4500 60 fa 9c <6 40 90 60 06 de bo <0 o8 fe Ba E--- @
Row packet date €6 28 fe 8a 2 26 80 50 50 6c 89 81 56 38 66 55 8P V1. vafu
50 18 04 02 99 83 80 00 50 4f 53 54 28 2f 68 65 P POST /he

Internet Protocol Version 4, Src: 192.168.254.138, Dst: 192.168.254.138 50 73 74 26 45 34 54 58 2F 31 20 31 0d 9a 43 8  dst HTTP /1.1 Ho
Transmission Control Protocol, Src Port: 49782, Dst Port: 88, Seq: 1, Ack: 1, Len: 218 A mam LS nRELnnn mra e
Mypertext Transfer Protocol 6c 69 64 2¢ 63 6f 60 04 0 55 73 65 72 24 41 67  1id.com -User-ag
~ HTHL Form URL Encoded: application/x-waw-form-urlencoded 65 6 74 3a 20 47 6f 24 68 74 74 78 20 63 6c 69 ent: Go- hrtp-cli
Form item: “name’ "DESKTOP-FU3PROL™ 65 6 74 2f 31 2e 31 6d @a 43 6f 6e 74 65 6 74 ent/1.1 -Content
Form item: “wersion” = "18,8" 2d 4c B5 Ge 67 74 68 3a 28 33 35 6d 0a 43 6f Ge  -Length: 35--Con
74 65 6e 74 2d 54 79 78 65 3a 20 61 78 78 6c 69  tent-Typ e: appli
63 61 74 69 6f 6e 2f 78 2d 77 77 77 2d 66 6f 72  cation/x -www-for
6d 2d 75 72 6c 65 6e 63 6f 64 65 64 @d @a 41 63  wm-urlenc oded -Ac
63 65 78 74 2d 45 B 63 6f 64 69 6e 67 3a 26 67 cept-Enc oding: g
7a 69 78 6d 0a 6d @a Be 61 6d 65 3d 44 45 53 4b  zip - -n amemDESK
54 4f 58 2d 46 55 33 5@ 52 4f 31 26 76 65 72 73 TOP-FUIP ROl8vers

69 6f 6e 3d 31 30 25 32 43 3@ don=108%2 €O

O 7 packets 20251113_173509.peap Packets: 1624 Profile: Defaul

~ T d) ENG

As mentioned previously, after the initial run of the malware, the malware reproduces itself into C:\Systemlogs\

and runs on boot via the registry key HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\
HealthCheck edited.
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Try the new cross-platform PowerShell

ti /aka.ms/pscores
ﬁ PS C:\Users\recur > cd C:

PS Cr\Users\recur > 15
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PS C:\Users\recur > cd C:/Systemlogs

Ps Ci\Systemlogs > 1s

Directory: C:\Systemlogs

ogscheck.exe

PS C:i\Systemlogs >
desktopini
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looks to be credentials added onto the workstation

There was also some POST requests of credentials being uploaded, and based on the data in the request, it
privileges or move laterally.

r a new user is my assumption, possibly to elevate




Closing Thoughts

This was a lot of fun, being able to gain intel on the malware through VirusTotal and then go straight into
Malware Analysis for the last flag was very fun, | got stuck on the last flag, and was able to use fakenet-NG to

simulate legitimate network services while intercepting all network traffic and logging it.
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